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1. Enhanced pgsigRM
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1. Enhanced pgsigRM - pgsigRM

B Original pgsigRM & Enhanced pgsigRM

Table 1: Original pgsigRM 2} Enhanced pgsigRM B| 1

Original pgsigRM Enhanced pgsigRM
7| ‘4 < puncturing & 27} F22 permutation, ¥l 7+ U T
=255 113 | Y5t =7 ok 2HEslE
>4 Hull2 Esli puncturing 2t= 4 | 9IS

Enhanced pgsigRM2 Reed-Muller CHAl modified Reed-Muller 25 E At25H0{ QF

oX
0x
mjo
Hir
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1. Enhanced pgsigRM - modified Reed-Muller £S5

B J|Z Reed-Muller 252} modified Reed-Muller £52| }0|

HEXHO=Z permuteEl Reed-Muller £&

o 7|22| Reed-Muller 59} 22O

le,, Ug : permutation

u T T T
Germ-2)| Grm—2) | Grm—2) | Grm—2) Z{;m—m szém_g) Gi’ém_m ?r?m—z)
0 Gr—1,m—2) 0 Gor—1m-2) | — G?Tfm72> G?f,mfz) G?f’mi?) ?’:'m—Q)
0 0 Ger—1m-2) | Gre1,m—2) | — 0 0 Gir—1.m—2) | Gir—1,m—2)
0 0 0 Gr—2,m—2) 0 0 0 G‘j’iz’m%)
- H2258 HE solUle 7| 57 34 YAl
- Hull®] dimensionS 3H| AZ5HA hullS 0|23t 24 /XA,




1. Enhanced pgsigRM - modified Reed-Muller £S5

1
a, a, a,
p P p
L L L
v i

0 r L
r ] ] | " ”
- ' BB BN
g { % Y ‘%sﬁ%ﬁ%ﬁ: % o i

A codeword from dual code

kapp «{ Random independent rows

.
?}f% : generator matrix of random (27, Ky, ) code replacing RMy;.




1. Enhanced pgsigRM - modified Reed-Muller £S5

e Modified Reed-Muller £52| £535}= Ct21}t ZH0| 2!

o

]
=]

function DECODE(s; H)
r + PRANGE(H, s)
while True do
r < r+ random codeword
¢ + MobDEec(r,r, M)
if wt(r + ¢) < w then
Output r + ¢
end if
end while
end function

function MopDEc(y,r, M)
yey
if # = 0 then
Output MD decoding on RM(0, m)
else if r = m then
Output MD decoding on RM(r, )
or replaced (27, krep) code

else
W)
Y=y .y
¥ ¢+ MopDEC(yY,r —1,m — 1)
Y e +y" )2
@ « MobDEc(y",r,m — 1)
y ¢ (ala-v)

Output y”
end function
*o is o, or o for permuted block and identity, otherwise.




1. Enhanced pgsigRM - Signature Scheme

B Enhanced pgsigRM2| M3 7|E2 Ci32t 25

Key Generation :

G i k x n generator matrix of modified RM codes
Hu: (n — k) x n parity check matrix of modified RM codes

s& Fén—k)x(n—k)_Qg Fpxm

H + SHMQ
Hi,. = (I|T) : systematic form of H'

Public key: T
Secret key: Q, 0,07, krep X 2 (repeated) replacing codes, kapp X n appending
codes, and 1 x n padding dual code codeword

Signing :

M: Message, i + {0, 1}*°: Counter
s « h(M]i): Syndrome

s 818"

e’ + DECODE(s"; Hpq)

o QleT

Signature: (M, e,i)

Verification :

If wt(e) < w and H,e” = h(M]i),
return ACCEPT
Else, return REJECT

*h: hash function SHAKE-128/256

*DECODE: Decoding algorithm of modified RM codes

*wt(a): Hamming weight of a vector a

*w: error correcting capability of modified RM codes 9




1. Enhanced pgsigRM - Security Analysis

e Enhanced pgsigRM M3 7|

- CFS Mz} M& gHAl0f| Goppa 2% CH4Al modified Reed-Muller £52| TH2|E| X3 HHS AT
- AMEZ 2535 229 HEQl DOOM(Decoding out of many) 24|0]| 7|Etat

- AEZ0] hasingS S8 5t0] 7| WE BHORLE| O

UF-CMA 2t-g0| SBE

[=]

=
E
o LIS 22 S S0 st sttt SEE

0o

- Minder-Shokrollahi2| &2

- Chizhov-Borodin®| &4

- Square Code &4

- Hull2 0|23l punctured & inserted elementE 2= =52
- MEO| ZF element=0i| TSt 12| &S 0|8% 34

- 2|28 2|4 2A £350{9] 2} element0| T3t 19] &HE SH
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1. Enhanced pgsigRM - Security Analysis
o NIST PQC Z0f| 32t2E0f 2I&st MY Li2|SS1e| Bl

Table 2: 3747| 27| H|1 (Bytes)

security | Enhanced pgsigRM | CRYSTALS-DILITHIUM | FALCON | SPHINCS+
128 474, 445 1,312 897 32
256 2,000, 000 2,592 1,793 64
Table 3: M 27| |1 (Bytes)
security | Enhanced pqgsigRM | CRYSTALS-DILITHIUM | FALCON | SPHINCS+
128 512 2,420 666 7,856
256 1,024 4,595 1,280 29,792

ofy

ole 37071 27|12 MY Z0|7t 7t

= o= M3 Zol= 7ty AR &5

un
1)
o
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2. Layered ROLLO-1

proposed by ZZt7|, AFA!, =ZM



-d3 78| 7=

2. Layered ROLLO-1

HEOf TS e

(EER]
TERCE
- 2F HLTF mAY LT} @l HE v € (Fom)"l B3 2 [jul| 2
3712 28 m x n B M(v)0f Tt 3 2t
o AW J|E 85 (24 BT DHI} Ol (n, k)Fym ME B35 ()
- 2017t nQl B30 c € co| %A 2 M >d
- (n—k) xn 37|9| TH2|E| HAL HZ HOf| Cish He =0 2=
e 0| 229 T2|E| HAF A

Layered ROLLO-10{ A= Ideal LRPC(low-rank parity-check) 55 AE
He Chg3 20| olE.
H = (H1|H2)



2. Layered ROLLO-1 - 23 72| &

B ROLLOS| #& oto|C|of

e Ideal LRPCESO| 12EIISA

A[X]

- & 275 g = a 1bE 37

2350{ ¢ = [ab]2| ZO|7t nQl HE a,b0f CH3H g = o~ 'bE CHS 2t 20| HO|StH LEEIHSES
St 3t
- Hxcl =[H1H|[a,b]T =077} 2tZ5H= AL ¢ = [xgz]Ql HIE| MAHRIZM, polynomial ring ¢4
9= G(X) = 28 (noaan — 1)8 S8 At b5
|2
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2. Layered ROLLO-1 - Original ROLLO-1

B ROLLO-1 &S 2|

ol

e ROLLO-12 Ct3 2t ZE 37H2| phase= ZIHE.

1. Key generation: Select two n-tuple vectors z,y € F, where F denotes a set
of n-tuple vectors with rank weight d. Then, Alice construct secret key (SK)
as (x,y) and public key (PK) as h=x 'y mod P.

2. Encryption: Bob select two vector (e1, ex) € E, where E denotes a set of an
n-tuple vector with rank weight r. Then, derive ¢ = e; + eshmodP using PK
h, where Hash(-) denotes a hash function known to Alice and Bob. Then,
derive K = Hash(E). Finally, send ¢ to Alice and use ky = Hash(E) as a
shared secret (8S).

3. Decryption: Using SK x, derive s = xc = xe; + ye; mod P and thus,
we can find the basis E with the ideal RSR algorithm. Using the basis E,
derive Hash(E) for a hash function. Finally, the remaining procedure are
divided as follows. Finally, Alice validate the correctness by checking the SS
ky = Hash(E). Then, Alice can validate the correctness by checking ky = k.

15



2. Layered ROLLO-1 - BII-LRPC £5 M|

B BlI(Block-wise interleaved ideal)-LRPC 225 AA6l0 114 Z2{6t= Layered ROLLO-1 =35}
2 OF
od =

e BII-LRPC %
- Fgm Q0| L= F-subspace®l FO|A n/b 2t ChatAl P 7HY
- F2 support2 5t @2telst b7l HE] a1, ..z, D g1, s S IHE
- 9|9| Permutation & POl C{s BII-LRPC S8 H = [PH, PH2]2 ¥9

BII-LRPC £30f 7|8t5t0 ROLLO-12 7§45t Layered ROLLO-1 &5 2&r112|F |t

16



2. Layered ROLLO-1 - Key generation

1. Key generation: Let F' be a set of ¥-tuple vector with rank weight d. Alice
selects two 3-tuple random vectors x,y satisfying x,y € F. Also, denote
random degree-(b — 1) primitive polynomial P; € Fym[X]|/ < P > and a
degree-n Po, Py € Fgm [X]/ < P® >, For x and y, derive an #-tuple vector

z=Px 'y mod P.
Finally, Alice constructs a public key (PK) as

Pp = FPoPr mod P?
h=Pyz' + PyP  mod P’

)

)

for z' = [0, z] and secret key (SK) as x,y, Pr, and Po.

17



2. Layered ROLLO-1 - Encapsulation & Decapsulation

2. Encapsulation: Bob selects random two 2-length vectors (e, eq) € E, where

E denotes a set of Z-tuple vector with maximum degree 7 — b and rank
weight r. Also, let length-n vectors €] = [0,e;] annd e} = [0, ez]. Then, a

ciphertext is generated by
c = Ppe} +he, mod P*

using PK of Pp and h. For a hash function Hash(-) known to Alice and Bob,
k; = Hash(E) can be calculated. Finally, send ¢ to Alice and use k; as a
shared secret (SS).

3. Decapsulation: Using SK of x and Pp, we have

¢ =Py'c mod P,
¢’ =PrH{c¢ mod P} mod P,

xc’" = xe; + ye; mod P.

Then, it is easy to check that xc"” can be decoded using the RSR algorithm,
which can reconstruct E’. From ko = Hash(E"), Alice can validate the cor-
rectness by checking k; = ks.

18



2. Layered ROLLO-1 - &7} 321} CH|

B KpqC 12+2.S0| H|QH3 Layered ROLLO-10]| T3 {22 22 A
e Polynomial Pr Of Ciet Z40| AL AUS
- Key recovery instance
- New combinatorial attack
- New algebraic attack
- Conventional Structural attack
- Direct attack

E 2, Tt2t0[E4 7}t (¢,n, m, 7, d,b)Q] Layered ROLLO-12 It2t0|E{7}t (¢,n/b, m,r,d)2l ROLLO-1
2 Hste & QUths 20| F77t &
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2. Layered ROLLO-1 - &7} 321} CH|

W KpqC 12+2E0f A|Qtst Layered ROLLO-10j| CHEH AH22 S 0f| CHH CHY|

e Modified Layered ROLLO-1S A|A|5}0] key generation, encapsulation, decapsulation® $=Zgt.
- Key generation : F7H2| modulus P Q} P2 MAM5I0] 7| A 1t B
- Encapsulation : &3 27| r& S7IA|7| 2 Pg 12t Pe o 2I0IA SHESHE CHEASS 27t
- Decapsulation : 2{0|A HAEZ AISHSS BHESHH decapsulation 14 218

ZNHo2 m20|E{7} (¢, n,m,r,d,b)Ql Layered ROLLO-12 T}2}0|E{7} (¢, n/b, m,r,d)Q! ROLLO-1
2 HEE £ Uohe Aol |7t &

AN
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2. Layered ROLLO-1 - Security Analysis

B Original ROLLO-1, Layered ROLLO-1, Modified Layered ROLLO-1 2| It2t0|E4, 7| 27|

Table 4: Original ROLLO-12} Layered ROLLO-1 H|w

Instances (security) |gq| n |m |r|d|b|DFR|PKs (Bytes) | SKsze (Bytes) | CTse (Bytes)
ROLLO-1 (128) 2|83 |67|7[8|1|27% 696 40 696
ROLLO-1 (192) 2197 |79|8|8|1|273 958 40 958
ROLLO-1 (256) 2[113|97(9(9|1|273 1,371 40 1,371
Layered ROLLO-1 (128) (2| 74 |67 |3 |2|2]27% 1,240 120 620
Layered ROLLO-1 (192) | 2| 86 |79 |4 |3 |2|27% 1,699 120 850
Layered ROLLO-1 (256) | 2| 106 |97 |5 |3 |2 |27% 2,571 120 1,286

21



2. Layered ROLLO-1 - Security Analysis

B Original ROLLO-1, Layered ROLLO-1, Modified Layered ROLLO-1 2| Tt2t0|E4, 7| 27|

Table 5: Modified Layered ROLLO-12| It2}0|E

Instances (security) q|n™ | n® | m|r|d|deg(PI)|DFR|PKgy. (Bytes) | CTye (Bytes)
Modified Layered ROLLO-1 (128)|2| 37 | 61 |67 |62 11 e 1,022 511
Modified Layered ROLLO-1 (192) (2| 43 | 71 |79|7|3| 15 [27% 1,403 702
Modified Layered ROLLO-1 (128) (2| 53 | 103 |97|7|3| 20 [27% 2,498 1,249

22



2. Layered ROLLO-1 - Security Analysis

B Modified Layered ROLLO-10| Layered ROLLO-1 ECt &&= Hs

e Degenerated DFRO| ZfAGH
° O|§24 E§§|. %é"Eﬂ' go = |

[ ]

o ASo} YN2|F AUYO| A2E|= ALO|2Q| 7t &

TEA

njo

=9

25t (key gen, encap, decap)

Table 6: Decoding complexity (theoretical)

Instances (security) DFR | decodig complexity | total cycle
Layered ROLLO-1 (128) 2731 13.236 2,965,682
Layered ROLLO-1 (192) 2731 16.0587 2,629,226
Layered ROLLO-1 (128) 2738 16.9987 4,424,634

Modified Layered ROLLO-1 (128) | 272° 15.236 1,419,768
Modified Layered ROLLO-1 (192) | 222 17.6734 1,464,002
Modified Layered ROLLO-1 (128) | 2732 17.9695 2,940,852

23



3. PALOMA

proposed by

24



3. PALOMA - A7 ujZ

B PALOMAZS| AX| BiA

o O/7l 1T} 25 A
- HdEZQl McEliece &S A|AHIO| AR E]
- Jlgk 2AQ HEE =523 Z4|7F NP-hard2t= 20| 0[0| ZSE[0] US
- 280 ESs dn2|E8 BEREtn 9lg (Extended Patterson £

o 7| 2%

- 0|2l separable Goppa 25 CZ scrambledt 235 CAIZ
- C9| systematic I§2|E| ZHA} SHZO| submatrixE Z2717|2 A%
- C9| scramblingZ} C|ZE0|| Cst HEE HE7 |2 M3

25



3. PALOMA - Encryption & Decryption

B PALOMAZ| Encryption I} Decryption

(n—k)xn

Input: A public key pk = ﬁ[ —km] € Fy
Output: A syndrome vector § € F3 ™

and an error vector € € Fy with wm (€) =t

1: procedure ENCRYPT(pk = ﬁ[n_k;n];ﬁ)
% H [Look | Hpopon] € FS007
3  §«HeeF™"

4: return §

5: end procedure

Input: A secret key sk = (L, g(X),S™%,r) and a syndrome vector 3 € F3 =%
Output: An error vector € € F3 with wy (€) =t
1: procedure DECRYPT(sk = (L, g(X),S™",7);5)
2 s 878
3: e + RECERRVEC(L, g(X); s) > Algorithm 7
4 P,P~! « GENRANDPERMMAT(r) > Algorithm 5
5 e« P!
6 return €
T

: end procedure

e Algorithm 7 : Extended Patterson Decoding= AIZ5t0{ COA 0|2 HIE|E 2 6t= L2|S

e Algorithm 5 : &1 permutation HH PE M Hst= Ln2|S .



3. PALOMA - Encapsulation & Decapsulation

B PALOMAZS| Encapsulation

Input: A public key pk € {0,1}(n=F)x"
Output: A key k € {0,1}**® and a ciphertext ¢ = (7,3) € {0,1}**° x {0,1}"~*

1: procedure ENCAP(pk)

2 e & {0’1}256

3 e" + GENRANDERRVEC(r™) > Algorithm 13
4 7+ ROg(e") > 7 e {0,1}%8
5. P,P7! + GENRANDPERMMAT(F) >
6 e+ Pe*

7 5 + ENCrYPT(pk; €) >5e{0,1}"*
& ke« ROg(e"||F|S) b k € {0,1}25
9: return k and ¢ = (7,5)

10: end procedure

e Algorithm 13 : 2 error vectorS M6t Y02|S

27



3. PALOMA - Encapsulation & Decapsulation

B PALOMAZ| Decapsulation

Input: A secret key sk = (L, g(X),S7',r) and a ciphertext ¢ = (7,3) € {0,1}**% x {0,1}"~F
Output: A key k € {0,1}2¢
1: procedure DECAP(sk = (L, g(X),871,7);c = (7,3))

2 € < DECRYPT(sk; 3) > Algorithm 6
3: P,P~' « GENRANDPERMMAT(T) > Algorithm 5
4: e —PTle >ee{0,1}"
5: 7 « RO¢g(e")

6: € + GENRANDERRVEC(r)

7 if 7 # 7 then >k € {0,1}*%
8: return k < ROy (e||7||3)

9: end if

10: k « ROg(e"||7]|5) >k e {0,1}2%
11: return &

12: end procedure

e Algorithm 6 : PALOMAZS| encryption & decryption €112|S

e Algorithm 5 : &S permutation HH PE MHot= Ln2|S
28



3. PALOMA - Security Analysis

B PALOMAR} classic McEliece 2| 7| 37|, {IEHA £ H|W

Table 7: PLOMA & classic McEliece |1

. . PKasize SKsize | CTsize | Key 7| 444 | ENCAP | DECAP
Security Algorithm . o o
(bytes) | (bytes) | (bytes) | (bytes) | (millisec) | (millisec) | (millisec)
198 mceliece348864 | 261,120 | 6,452 128 32 74 0.04 18
PALOMA-128 | 319,488 | 94,496 | 136 32 64 0.03 9
102 mceliece460896 | 524,160 | 13,568 | 188 32 211 0.06 42
PALOMA-192 | 812,032 |355,400| 240 32 258 0.04 58
256 mceliece6688128 | 1,044,992 | 13,892 | 240 32 517 0.10 82
PALOMA-256 |1,025,024|357,064 | 240 32 323 0.04 58

29



3. PALOMA - Security Analysis

B PALOMAR} classic McEliece 2112|20]| Cist 3HS9| HAE A= H|W

=

Improved

BIMM-ISD i};gl‘iay- ?;;Lhéay g;l;iistive
Decoding Decoding
PALOMA-128 QL6621 () _ g 1 qy) 9226.78 9244.11 176,52
PALOMA-192 226777 (1 — 105, p = 22) 9399.67 148,91 988511
PALOMA-256 2289-66 (| _ 196, p = 26) 9415.59 164,66 2916.62
mceliece348864 216197 (| _ g6 5 = 14) 9220.26 238.75 165,91
mceliece460896 921559 (; _ g5 5 — 1) 2311.80 534558 S678.88
mceliece6688128 229156} — 196, p = 26) 2416.95 516601 919,32
mceliece6960119 928992 () _ 135 1, = 2g) 9402.41 143.58 oBT4.57
mceliece8192128 931834 (| _ 157 - 30y 43605 9184.90 2957.10

Sven. Schange from Eindhoven university is in the process of cryptoanalysis 0



bomi
문구 상자
Sven. Schange from Eindhoven university is in the process of cryptoanalysis 


4. REDOG

proposed by ZIZ2f,

=
o

A&, T.S.C. Lau, YSA, &G
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4. REDOG - &4 uiZ

B REDOGS| A A &

e Breif History

McEliece®@} Niederreiter S A|AEIO| E2IS ZASISE McNie A2 (LRPC &5 7|4
GaboritO| A[QF5t BIMZ| 24 FH2 =2 Z747|2| 20| ZAE

McNieE 7H415t Dual-Ouroboros &S A|AE! Z|OtE! (LRPC £& 7|8} - decoding failure probability
2

Dual-Ouroboros0f| Gabidulin £&& &S A|Zl Do.Gab-PKE |2t (zero-decoding failure probability)
Do.Gab-PKE 2T2|Z0fA H|QU7| SO| AMEHO| [}2 O © 1&|ZO| 245}

H|2U7| SE XHA5IAH MENGH0] 2t 25 5HA| &= REinforced modified Dual-Ouroboros based on
Gabidulin |9t

32



4. REDOG - Gabidulin £

B Gabidulin £52| Z9|
o Fim 20|AM2| Gabidulin £% Gab, k(g) CHS2t 20| Ho|E

- Let g € Fym with rk(g) = n <m.

- 20| kOl Mg BIE| g2 QHSO{2l [n, k] Gabidulin ££2 Gab,, (g) over F7,, & g 2FE H0j2|=

Moore $1E G2 MHZ|l= 252

g 27 O{A|= Moore #Z G= CI32t 20| HO|E

g1 92 gn

1 1 1

Al

G=1 . . :
{rlfl] ngl] . gL:L—l]

where [I] = ¢' as the Ith Frobenius power for an integer

33]



4. REDOG - Setup & Key generation

B REDOGZ| Setup & Key generation

Setup: Generate global parameters with integers m,n, [, r, k such that | < n

-k
and M <r < nT . Output parameters = (m,n,l, k,r, A\, t).

Key.Gen: Let [HiH2| be a parity check matrix for a [2n — k,n] Gabidulin
code C over Fym, where Hy € GL_(Fgm). Let @5 be an efficient decoding

algorithm for C with error correcting capability of r = {RTJ Let ‘H be a

hash function from Fﬁ?ﬁk to FL,..
Generate a generator matrix G for a random [n, ] code over Fym. Generate a
random n x n isometric matrix P.
Generate a random A-dimensional subspace, A © Fym such that 1 € A.
Generate a random (n — k) x (n — k) invertible matrix S=! € GL,,_z(A).
Output public key and secret key pair
Pk = (GaF = GP?IH?[HZT]i-LS):Sk = (PaH: S,~©H)'

34



4. REDOG - Encryption & Decryption

B REDOGZS| Encryption2} Decryption

Enc(pk, m): Let m € [Fém be the plaintext message to be encrypted. Generate
randomly vector e = (eq,es) € Fgﬁ_k such that rk(e)=t, e; € F},. and
€g € FZF"‘. Let m' = m + H(e). Compute ¢; = m'G + e;,¢2 = m'F + es.

Output ciphertext ¢ = (¢, ¢2).

Dec(sk, ¢): Compute

e P HT — ey S~ HT
=m'GP ' H] + e, P 'H — 'GP~ H][HI|7'SS HT — exS~'HT
— e, PUHT — e85 HT

Hr
1 Pl —e287! [ 1]
(erP™, —e2 )HZT

Let e = (e; P!, —e2571). Since rk(e’) < r, apply @5 to obtain €.
Compute e; = ey P71 P and e; = e2571S to obtain e = (ey, ea).
Finally, solve the system m'G = ¢; — e; to recover m = m' — H(e).

35)
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4. REDOG - Security Analysis

B REDOGY} classic McEliece 2| 7| 37| H|u

Table 8: REDOG & classic McEliece 7| 27|

Security Algorithm PKsize (KB) | SKsize (KB) | CTsize (KB)
198 mceliece348864 261.12 6.45 0.128
REDOG-128 14.25 1.45 0.83
102 mceliece460896 524.16 13.57 0.188
REDOG-192 32.84 2.52 1.44
256 mceliece6688128 | 1,044.99 13.89 0.240
REDOG-256 62.98 3.89 2.23

- REDOG'1289'| ]Il-E'l-D|E-| : (n7kal7Q7/nL7r7Aat) = (4478737327837 187376)
- REDOG-1929| T}2}0|E : (n, k,1,q,m, 7\, t) = (58, 10,49, 2,109, 24, 3, 8)
- REDOG'2569'| ]Il-E'l-D|E1 : (n7k7l7Q7mar7>\7t) = (727 12761727 135330735 10)

36



4. REDOG - Security Analysis

o LIS Z

rlo

OFZI A

ey

S5k BASO) cfsf o0l 3T

njo

- IND — CPA security
- Key recovery &4
- Our plaintext recovery &2

- Message recovery =524

37



4. REDOG - Security Analysis

—

ange-Pellegrini-Ravagnani &2{(7/13) : REDOG2| 2t53} schemeOf|A| 0f|2] BIE{2Q| weightO]| CHSH

o ©
Ay

- REDOGO| T2t0|H : (n, k,l,q, m, 7, A, t)
REDOGY| I}j2t0|E = 2|2t 20| [0 20, SE A-dimensional subspaceOf|A] MEHGIEZ error
correcting bound 70| \0j| FES BES. T2tA] 7|20 H|AHEl complexityZ} reductionO] EICt D EQl.
7|20f| A|4ket m2t0[E{Qt 7| 27|= error-correcting boundQ! r2 Al4tst Z0|B 2,
(n,k,1,q,m,m, \, t) = (44,8,37,2,83, 18, 3,6)0| 128 security/} Ol 34 9| securityS Z=Ct1!

=R
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4. REDOG - Security Analysis

e Lange-Pellegrini-Ravagnani =2(7/13) 0f C{St s 2

5 FO}

=]

O
|2 BIE{Q| eOf 14 HACQl e, eo ZH2H0] CHSH weightE HESH SHAT. AtMISH LIE2 Of2Het 23
- DecryptionOflA € = (es P, —e2S71)0| LIEILIER rk(eq)

< 75 & rk(€2) < ﬁ
- 2let 20| 2YS FIi5t0] HESHH, o] 0|0 M AZ et ~F2| #gt= Tt

Table 9: (44,8,37,2,83,18,3,6) I}2t0|E{0f| CHTF security level

7|& document | Lange et al.2| AH|At

error weight =& & 7|4
128 34

91

- (n,k,1,q,m,m, A\ t) = (58,10, 49, 2,109, 24, 3, 8) I2t0|E{0]| CHEH HOF 42 : 192 — 149

- (n,k, 1, q,m,r, M\ t) = (72,12,61,2,135, 30, 3,10) T2}0[E{0]| CHEH B Ot
— 2 reduction0| 2Ai5I2| ok2S &9l

St A Ol
soO= JlL= T Mo

31256 — 223
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4. REDOG - Encryption & Decryption

B REDOGZS| Encryption2} Decryption

Enc(pk, m): Let m € [Fém be the plaintext message to be encrypted. Generate
randomly vector e = (eq,es) € Fgﬁ_k such that [rk(e)=t,|e; € F}.. and
€g € [Fgrﬁk. Let m' = m + H(e). Compute ¢; = m'G + e3[\» = m'F + es.

Output ciphertext ¢ = (¢, ¢2).

e = (e1,e2), where rk(e;) < 5 and rk(ez) < 55

Dec(sk, ¢): Compute
ey P'HT — e, 81 HT

=m'GP ' H] + e, P 'H — 'GP~ H][HI|7'SS HT — exS~'HT

—e,P'H —e,S~'HT

—1 1y [HT
(e1P~ ", —e2S™1) [Hg"
Let e = (e; P!, —e2571). Since apply @ to obtain €.
Compute e; = ey P71P and e; = €25 1S to obtain e = (e, ea).
Finally, solve the system m'G = ¢; — e; to recover m = m' — H(e).
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4. REDOG - Security Analysis

Error vector®| HQ|E £t REDOG schemeS 7|&2 2 128-security= 2F=Eot= Of2t0|E{ A7

B REDOGX} classic McEliece 2| 7| 37| H|L 2

Table 10: REDOG & classic McEliece 7| 37|

Security Algorithm PKsize (KB) | SKsize (KB) | CTsize (KB)
198 mceliece348864 261.12 6.45 0.128
new-REDOG-128 32.8 2.52 1.444
102 mceliece460896 524.16 13.57 0.188
new-REDOG-192 62.98 3.89 2.227

- REDOG-1282| I2t0|&] : (n, k,1,q,m,r, A t) = (58,10,49, 2,109, 24, 3,8)
- REDOG-1969| Ot2t0|E] : (n, k,I,q,m,r,\,t) = (72,12, 61, 2,135, 30, 3, 10)
tS 29| F7|&= Classic McEliece 2CF 3|0 O A3| Z707| 7|2t B|YU7| 27|= 22 £&F0
McEliece 2C} 2t2 & &0IS 4~ Q|2
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Jong-Seon No, et al. “Enhanced pgsigRM: Code-Based Digital Signature Scheme with Short
Signature and Fast Verification for Post-Quantum Cryptography” KpqC Round 1 (2022).

Chanki Kim, et al. “Layered ROLLO-I: Faster rank-metric code-based KEM using ideal LRPC
codes” KpqC Round 1 (2022).

Dong-Chan Kim, et al. “PALOMA: Binary Separable Goppa-based KEM” KpqC Round 1 (2022).
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