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Signature
Algorithm Sign Verify Sign Verify
Mean St. Dev. Mean St. Dev. Mean St. Dev. Mean St. Dev.
RSA 3072 3.19 0.023 0.06 0.001 2.39 0.010 0.04 0.002
ECDSA 384 1.32 0.012 1.05 0.020 1.28 0.015 0.93 0.004
Dilithium IT 0.82 0.021 0.16 0.005 0.41 0.018 0.12 0.008
Falcon 512 5.22 0.054 0.05 0.004 6.50 0.091 0.07 0.003
MQDSS 48 10.30 0.147 7.25 0.100 10.25 0.181 7.40 0.110
Picnic L1F'S 4.09 0.050 3.25 0.049 3.17 0.051 2.39 0.044
SPHINCS ™ SHA256-128f-simple 93.37 0.654 3.92 0.043 62.7 0.548 2.50 0.037
Rainbow Ia 0.34 0.015 0.83 0.036 0.25 0.020 0.48 0.044
Dilithium IV 1.25 0.021 0.30 0.012 0.46 0.019 0.23 0.010
Falcon 1024 11.37 0.102 0.11 0.005 14.20 0.156 0.14 0.005

The 2"d Round

of the NIST PQC Standardization Process

Dustin Moody N

National Institute of
Standards and Technology
U.S. Department of Commerce

Performance

= We have internal numbers, based on implementations sent to us
= We strongly prefer code that is constant time

= Performance will play a larger role in the 2"¢ Round
= We encourage benchmarking on a variety of platforms
= We are looking for mature schemes — beyond just proof of concept

= Implementations can always be updated

= We won’t change the implementations on our Round 2 webpage

= Teams should feel free to advertise results on the pgc-forum, and on their own websites
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« IPCCE EQtZZO IHE Y& A 7| XO|7} &
+ 3% EFQ KyberZ 7|FO2 $ICHH, 2,048 HI0|E HE MK/ 7} Mol 22 371240 & 5 g NIST standards/eandidates
Rank PKE Scheme Security level Cipher size(Bytes) Rank PKE Scheme Security level Cipher size(Bytes)
1 mceliece348864 1 96 21 KYBER-768 3 1,088
2 PALOMA-128 1 136 22 NTRU+-768 1 1,152
3 mceliece460896 3 156 23 Layered ROLLO-I1-256 5 1,286
4 mceliece6960119 5 194 24 NTRU+-864 3 1,296
mceliece6688128 5 208 25 REDOG-IT 3 1,440
’ mceliece8192128 5 208 26 SMAUG-256 (revised) 5 1,472
PALOMA-192 2 240 27 KYBER-1024 5 1,568
’ PALOMA-256 3 240 28 NTRU+-1152 5 1,728
9 SHcE434 1 374 TIGER-192 3 2,048
10 SHCESO3 2 434 » TIGER-256 5 2,048
11 SIKE610 3 524 31 REDOG-III 5 2,230
11 Layered ROLLO-I-128 1 620 32 HQC-128 1 4,497
13 SIKE754 5 644 33 HQC-192 3 9,042
14 SMAUG-128 (revised) 1 672 34 BIKE-I 1 12,579
15 KYBER-512 1 768 35 HQC-256 5 14,485
16 REDOG-1 1 830 36 BIKE-IIT 3 24,915
17 Layered ROLLO-1-192 3 850 37 BIKE-V 5 41,229
18 NTRU+-576 1 864 IPCC-f1 1 322,000
TIGER-128 1 1,024 38 IPCC-f3 3 322,000 8
" SMAUG-192 (revised) 3 1,024 IPCC-f4 4 322,000
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KpqC standards/candidates

NIST standards/candidates

Rank PKE Scheme Security level Public key(byte) Rank PKE Scheme Security level Public key(byte)
1 SHCE434 1 330 21 Layered-ROLLO-I-256 5 2,571
2 SHCES03 2 378 IPCC-f1 1 3,600
3 SHE610 3 462 22 IPCC-f3 3 3,600
4 TiGER-128 1 544 IPCC-f4 4 3,600
5 SHCE75+ 5 564 25 HQC-192 3 4,522
6 SMAUG-128 (revised) 1 672 26 HQC-256 5 7,245
7 KYBER-512 1 800 27 BIKE-I 1 12,323
8 NTRU+-576 1 864 28 REDOG-I 1 14,250
TiGER-192 3 1,056 29 BIKE-III 3 24,659
’ TiGER-256 5 1,056 30 REDOG-II 3 32,840
11 SMAUG-192 (revised) 3 1,088 31 BIKE-V 5 40,973
12 NTRU+-768 1 1,152 32 REDOG-III 5 62,980
13 KYBER-768 3 1,184 33 mceliece348864 1 261,120
14 Layered-ROLLO-I-128 1 1,240 34 PALOMA-128 1 319,488
15 NTRU+-864 3 1,296 35 mceliece460896 3 524,160
16 KYBER-1024 5 1,568 36 PALOMA-192 2 812,032
17 Layered-ROLLO-I-192 3 1,699 37 PALOMA-256 3 1,025,024
18 NTRU+-1152 5 1,728 38 mceliece6688128 5 1,044,992
19 SMAUG-256 (revised) 5 1,792 39 mceliece6960119 5 1,047,319
20 HQC-128 1 2,249 40 mceliece8192128 5 1,357,824
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Rank PKE Scheme Security level Private key(byte) Rank PKE Scheme Security level Private key(byte)

Layered-ROLLO-I-128 1 120 21 HQC-128 1 2,289
1 Layered-ROLLO-I-192 3 120 22 NTRU+-768 1 2,304
Layered-ROLLO-I-256 5 120 23 KYBER-768 3 2,400
4 SMAUG-128 (revised) 1 174 24 REDOG-II 3 2,520
5 SMAUG-256 (revised) 5 208 25 NTRU+-864 3 2,592
6 SMAUG-192 (revised) 3 230 26 KYBER-1024 5 3,168
7 SiKE434 1 374 27 BIKE-III 3 3,346
IPCC-f1 1 400 28 NTRU+-1152 5 3,456
8 IPCC-f3 3 400 29 REDOG-III 5 3,890
IPCC-f4 4 400 30 HQC-192 3 4,562
11 SIKES03 2 434 31 BIKE-V 5 4,640
12 SIKE6LO 3 524 32 mceliece348864 1 6,492
13 TiGER-128 1 528 33 HQC-256 5 7,285
14 SIKE75E 5 644 34 mceliece460896 3 13,608
TiGER-192 3 1,056 35 mceliece6688128 5 13,932
. TiGER-256 5 1,056 36 mceliece6960119 5 13,948
17 REDOG-I 1 1,450 37 mceliece8192128 5 14,120
18 KYBER-512 1 1,632 38 PALOMA-128 1 93,008

19 NTRU+-576 1 1,728 39 PALOMA-192 2 355,400

20 BIKE-I 1 2,244 40 PALOMA-256 3 357,064
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Rank Digital Signature Scheme Security level Sig size(Bytes) Rank Digital Signature Scheme Security level Sig size(Bytes)

1 MQSign-72-46 1 134 19 GCKSign-V 5 3,104

2 MQSign-112-72 3 200 20 NCCSign-I (conserparam) 1 3,186

3 MQSign-148-96 5 260 21 Dilithium-II1 3 3,293

4 pqsigRM-613 5 528 22 NCCSign-III (original) 3 3,605
Falcon-512 1 666 23 NCCSign-III (conserparam) 3 4,251

5 SOLMAE-512 1 666 24 Dilithium-V 5 4,595

Peregrine-512 1 666 25 NCCSign-V (original) 5 5,055

8 pqsigRM-612 1 1,040 26 NCCSign-V (conserparam) 5 5,385
Falcon-1024 5 1,280 27 AlMer-I (revised, PARAM1) 1 5,904

’ Peregrine-1024 5 1,280 28 SPHINCS+ 128s 1 7,856

11 SOLMAE-1024 5 1,375 29 AlMer-III (revised, PARAM1) 3 13,080

12 HAETAE-II (revised) 2 1,463 30 SPHINCS+ 192s 3 16,224

13 GCKSign-II 2 1,952 SPHINCS+ 128f 1 17,088

14 GCKSign-IIT 3 2,080 . FIPS 1 17,088

15 HAETAE-III (revised) 3 2,337 32 AlMer-V (revised, PARAM1) 5 25,152

16 Dilithium-IT 2 2,420 33 SPHINCS+ 256s 5 29,792

17 NCCSign-I (original) 1 2,458 34 SPHINCS+ 192f 3 35,664 1

18 HAETAE-V (revised) 5 2,908 35 SPHINCS+ 256f 5 49,856
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Rank Digital Signature Scheme Security level Public key(byte) Rank Digital Signature Scheme Security level Public key(byte)

SPHINCS+128 1 32 18 FALCON-1024 5 1,793

1 FIPS 1 32 19 Dilithium-ITI 3 1,952

AlMer-I (revised) 1 32 20 GCKSign-III 3 1,952

SPHINCS+192 3 48 21 NCCSign-I (conserparam) 1 1,984

! AlMer-III (revised) 3 48 22 NCCSign-III (original) 3 1,997
SPHINCS+256 5 64 23 HAETAE-V (revised) 5 2,080

¢ AlMer-V (revised) 5 64 24 NCCSign-III (conserparam) 3 2,443

8 SOLMAE-512 1 896 25 Dilithium-V 5 2,592
Peregrine-512 1 897 26 NCCSign-V (original) 5 2,663

’ FALCON-512 1 897 27 GCKSign-V 5 3,040

11 HAETAE-II (revised) 2 992 28 NCCSign-V (conserparam) 5 3,091

12 Dilithium-II 2 1,312 29 MQSign-72-46 1 328,411

13 HAETAE-III (revised) 3 1,472 30 MQSign-112-72 3 1,238,761

14 NCCSign-I (original) 1 1,564 31 pqsigRM-613 5 1,285,120

15 GCKSign-II 2 1,760 32 MQSign-148-96 5 2,892,961

16 SOLMAE-1024 5 1,792 33 pasigRM-612 1 4,194,304 1 2

17 Peregrine-1024 1 1,793
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NIST standards/candidates

Rank Digital Signature Scheme Security level Private key(byte) Rank Digital Signature Scheme Security level Private key(byte)
1 AlMer-I (revised) 1 16 Peregrine-1024 5 2,305
2 AlMer-III (revised) 3 24 a FALCON-1024 5 2,305
3 AlMer-V (revised) 5 32 20 Dilithium-II 2 2,528
SPHINCS+128 1 64 21 HAETAE-V (revised) 5 2,720
! FIPS 1 64 22 NCCSign-I (conserparam) 1 2,800
6 SPHINCS+192 3 96 23 NCCSign-III (original) 3 3,312
7 SPHINCS+256 5 128 24 NCCSign-III (conserparam) 3 3,914
GCKSign-11 2 288 25 Dilithium-III 3 4,000
’ GCKSign-III 3 288 26 NCCSign-V (original) 5 4,402
10 GCKSign-V 5 544 27 Dilithium-V 5 4,864
SOLMAE-512 1 1,281 28 NCCSign-V(conserparam) 5 4,940
11 Peregrine-512 1 1,281 29 MQSign-72-46 1 15,561
FALCON-512 1 1,281 30 pqsigRM-612 1 24,592
14 HAETAE-II (revised) 2 1,376 31 MQSign-112-72 3 37,729
15 HAETAE-III (revised) 3 2,080 32 MQSign-148-96 5 66,421
16 NCCSign-I (original) 1 2,266 33 pgsigRM-613 5 331,074 1 3
17 SOLMAE-1024 5 2,305
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Ubuntu 22.04, Ryzen 7 4800H, RTX 3060, 16GB RAM
Ubuntu 22.04, Intel i5-8259U, Coffee Lake GT3e, 16GB RAM
IDE: Visual Studio Code

- ZUtE 7t RAX[2 O HOJ20| L By

c
25 | 7t

Makefile - kpgclean-Round1 - Visual Studio Code

532 Sof Halsh 2

Of

File Edit Selection View Go Run Terminal Help

2|
- Compiler: gcc 11.3.

¢ ./sre/NIST/mg.c ./src/pack.c . /src/symetric.c
nc/fips202.h NIST/rng.h . /inc/pack.h

esas6etr.c /src/poly.c ./src/reduce.c ./src/sample.c
2s6ctr.h /inc/poly.h ./inc/reduce.h ./inc

src/*.c . /$(SRODIR)/NIST/* .c
-L. /$(INCDIR)/NIST

narch=native -mtune=native -03 -fonit-frane-pointer

29} 03 RE= HAE

dsa-pasigRM ¢3 -DDEBUG
dsa-SOLMAE

phe-iPcC

pke-NTRUplus

Optimization Level:

pheREDOG 5(CC) $(CFLAGS) URCE)
pke-SMAUG (CC) $(CFLAGS) *.0 -0 main
phe TiGER #m .o
dsarAIMER 9] L{S) txt
185 212) Lt
dsa-GCKSign K] L% xt
dsa-HAETAE Zg] Ljeftxt
dsarMQsion A2 LS. oxt
dsarNCCSign 5 Lo bt
dsarPeregrine 3te] LGt txt
dsarpasiRM X LISLext gec Mall -Vextra -marc!
dsarSOLMAE g ittt Vall Wextra -na
PCC B L) txt all -Vextra -marc)

PROBLEMS ~ OUTPUT  DEBUG CONSOLE

gec -Wall -Wextra -narch=native -03 -c -0 poly.o poly.c
~c -0 preconp.o preconp.c

~c -0 randonbytes.o randosbytes.c
~c -0 rg.o rng.c

~c -0 samplerZ.o samplerZ.c

ke
pke-NTRUplus 212} L txt gcc -Wall -Wextra € -0 test dist.o t

. gec Wall extra -ma @ 03 ~c -0 vrfy
ALOMA TR o bt gcc -Wall -Wextra -march=native -0 0 vrfy.o vrfy

pke-SMAUG ZHg] L% txt

KAT/generator /PQCgenkAT _sign.o KAT/generator /katrng.o -l -o main
pe-TIGER 22] L% txt

usr/bin/\d: cpucycles.o: in function "cpucycle:
Les.c:(text+0x0): multiple definition of "cpucycles'; PQC_bench.0:PQC_bench.c: (.text+0x0): first defined here
sr/bin/Ld: KAT/generator/PQCgenkAT sign.o: in function ‘main'
POCEenKAT sign.c: (.text.startup+0x0): multiple definition of 'main’; PQC_bench.o:PQC_bench.c: (.text.startup+0x0): first defined here
collect2: error: Ld returned 1 exit status
make: *** [<F>: min] 2F 1
hdehd-TFGTAT6HS
Bl tiistory restored

hdghd-TFG74T6HS

re/sign.c
anple.h

/src/NIST,

in

gn

h

es.c ./src/sha2.c
\c/parans.h . /inc/NIST,

gcc  main.o POC_bench.o benchmarks.o codec.o comon.o cpucycles.o falcon_keygen.o fft.o ips202.0 fpr.o keygen.o nist.o normaldist.o poly.o precomp.o randombytes.o rg.o samplerZ.o shake.o sign.o test_dist.o vrfy.o

(n3,Col1 TebSze:d UTF8
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—falign—functions —falign—jumps
—falign—-labels -falign-loops

—fcal ler-saves

—fcode-hoisting

—fcrossjumping

—fese—fol low—jumps —fose—skip—blocks
—fdelete—nul lpointer-checks
—fdevirtualize —fdevirtualize-speculatively
—fexpensive—optimizations
-ffinite-loops

—fgcse —focse-Im
~fthoist-adjacent-|loads
—finline—functions

—finline—smal [-functions
—findirect=inlining

—ftipa—bit-cp -fipa—cp —fipa—icf
—tipa—-ra —fipa—sra -fipa-vrp
—-fisolate—erroneous—paths—dereference

=t lra—remat

—foptimize—sibling-—calls

—foptimize—strlen

—fpartial=inlining

—fpeephole?

—freorder—blocks—algorithm=stc
—freorder—blocks—and-partition -freorder—functions
—frerun-cse—after—loop

—fschedule—insns —fschedule—insns2
—fsched-interblock —fsched-spec
—fstore-merging

—fstrict-aliasing

—fthread—jumps

—ftree—builtin-cal |-dce
—ftree—loop—vectorize

—ftree—pre

—ftree—slp—vectorize
—ftree—switch—conversion -ftree—tail-merge
—ftree-vrp

—fvect—cost-mode | =very—cheap

H]
2 38 (AHYHYME S48

ze
AE=2T == & 1o
o

03: 02L& L}

~fgcse-aftter-reload
—fipa—cp—clone

—f loop-interchange

=t loop—unrol |—and—jam
—fpeel-loops
—fpredictive-commoning
—fsplit-loops

—fspl it-paths
~ftree—loop—distribution
~ftree—partial-pre
—funswitch-loops
—fvect-cost-mode | =dynamic
—fversion—loops—for—-strides

)
o %| =3}

=

15
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_ Working Group 0 Working Group 1 Working Group 2

IPCC

NTRUplus XI5
PKE/KEM PALOMA ] Layered-ROLLO (U &)

SMUAG (revised) REOE (Fyiuet)
TIGER

AlMer (legacy)
GCKSign
HAETAE (revised) SOLMAE
MQSign pgsigRM
NCCSign
Peregrine
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. M -02, -03 AIE
HHHQl s 2% (2/5=23} 7|F, -03 7|&)
- TIGER > SMAUG > NTRU+ > PALOMA > ROLLO > IPCC

- TIGER > SMAUG > PALOMA > NTRU+ > IPCC > ROLLO (AVX I 2E| H &
« EQ|A}GH

. IPCC: IPCC-f1 | D3t A|Zt0| 2| YR 7 H7 22Xt CI&

« NTRU+: S0t 12|15 & Hit S 7} S

« SMAUG: ¢4t -.E= i} = *‘.L_OID1 71 A7|= 71 &3S

TiGER: SMAUGZ2} H|=?t d&= EO|X|2t 7| 37|77} SMAUGY|| H|sl 2
PALOMA: 7| 40| 22 &k|= A[7I0| D2 22 23

ROLLO: @2 310f| H|g| 22317 “2IH (-02 482 57 0| H)
REDOG: Python 2|E/Ho 2 Q5| M5 =M H| 2|

‘d5*3)
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Tk 85 538 F U2 0| F20l AOM MZFZ R (S 228 =50l 2HE)
=M 0|2 207S: AVX M2 Ryzen -0O2 Unit: clock cycles
Keygen Encapsulation Decapsulation Encapsulation Decapsulation
(Med.) (Med.) (Med.) (Avr.) (Avr.)
IPCC_f1 14,362,627 164,892,550 2,484,981 14,376,006 239,300,607 2,501,514
IPCC_f3 14,170,647 898,710 2,619,570 14,178,752 941,012 2,633,907
IPCC_f4 14,209,594 1,075,059 2,904,524 14,245,778 1,135,740 2,935,161
NTRUplus-576 208,742 111,998 128,093 286,443 112,614 128,670
NTRUplus-768 279,386 148,480 181,250 298,193 154,346 185,298
NTRUplus-864 304,819 179,858 224,953 306,436 180,793 225,978
NTRUplus-1152 444,744 223,619 278,690 801,975 224,602 279,606
PALOMA-128 125,800,419 510,922 35,496 125,630,139 513,098 36,061
PALOMA-192 125,360,779 514,228 34,220 125,242,970 516,579 34,419
PALOMA-256 125,294,065 510,284 34,713 125,174,502 512,685 34,978
SMAUG-128 (revised) 171,477 154,483 178,205 181,007 156,512 181,950
SMAUG-192 (revised) 250,096 229,999 277,298 260,837 230,994 279,080
SMAUG-256 (revised) 479,138 385,178 438,364 490,702 387,420 439,345
TIGER-128 273,470 466,755 628,778 286,082 471,567 632,066
TiGER-192 288,550 518,491 674,192 293,000 524,467 691,838

TIGER-256 536,152 . 144348 541,935 4092494 1276848



T 95 58 S L2 0lgtt F20| RUOM MFE 2R (2] 2ad =2l0] 2HE)
=M O|2 LTES: AVX M8 Ryzen -03 Unit: clock CycleS
L T | L e [
(Med.) (Med.) (Med.) (Avr.) (Avr.) (Avr.)
IPCC_f1 13,940,097 13,969,607 2,408,173
IPCC_f3 13,996,024 926,492 2,512,836 14,036,005 967,543 2,532,438
IPCC_f4 13,989,832 1,106,031 2,714,531 14,007,544 1,165,274 2,732,139
NTRUplus-576 202,652 110,026 121,742 287,810 110,910 123,929
NTRUplus-768 270,512 146,566 174,435 281,685 147,174 175,018
NTRUplus-864 297,192 168,113 204,537 302,876 168,857 206,046
NTRUplus-1152 435,305 222,459 266,626 772,442 223,429 268,110
PALOMA-128 122,325,408 498,365 34,307 122,253,994 500,446 34,484
PALOMA-192 122,290,738 503,266 34,278 122,173,457 506,366 34,468
PALOMA-256 122,321,957 497,959 34,249 122,254,172 500,026 34,420
SMAUG-128 (revised) 72,790 57,246 50,460 82,292 57,466 50,708
SMAUG-192 (revised) 105,966 82,940 80,475 108,491 83,648 81,029
SMAUG-256 (revised) 158,021 139,925 135,749 161,110 141,573 138,010
TIGER-128 65,482 48,749 51,214 68,866 49,105 51,589
TIGER-192 69,426 63,510 57,739 79,105 63,805 59,383
TIGER-256 81,316 87,551 93,090 90,989 88,218 93,436
Layered ROLLO [-128 285,940 83,346 788,104 296,880 84,198 805,790
Layered ROLLO 1-192 320,958 136,503 1,014,203 345,689 149,843 1,110,378

Layered ROLLO 1-256 687,721 201,913 1,945,871 700,284 207,030 1,948,662



Tk 85 538 F U 0| F20l AOM M= R (S5 228 =50l 2HE)
=M O|E 2n7|S: AVX X2 Intel —O2 Unit: clock cycles
Keygen Encapsulation Decapsulation Encapsulation Decapsulation
(Med.) (Med.) (Med.) (Avr.) (Avr.)
IPCC_f1 13,792,887 159,126,951 1,196,157 13,896,694 231,010,613 1,259,215
IPCC_f3 13,754,219 870,059 1,235,991 13,864,988 922,755 1,307,538
IPCC_f4 13,754,687 1,050,451 1,318,173 13,851,205 1,151,306 1,380,740
NTRUplus-576 186,944 105,686 120,194 271,460 121,722 132,428
NTRUplus-768 246,616 139,310 166,938 265,516 154,868 174,788
NTRUplus-864 270,494 160,789 200,702 288,025 180,014 206,856
NTRUplus-1152 698,490 202,678 257,114 744,381 212,073 267,046
PALOMA-128 118,204,341 499,914 39,724 118,365,137 511,837 41,693
PALOMA-192 118,310,371 499,302 38,846 118,490,933 514,299 41,016
PALOMA-256 118,366,206 503,814 43,174 118,507,160 518,903 45,385
SMAUG-128 (revised) 158,149 164,598 196,470 165,414 169,648 203,288
SMAUG-192 (revised) 244,736 225,490 272,132 265,142 236,227 285,366
SMAUG-256 (revised) 435,790 411,917 465,572 448,654 422,602 486,263
TIGER-128 163,856 209,168 311,924 182,794 217,723 325,532
TiGER-192 171,578 214,126 312,702 181,774 221,613 324,412
TiGER-256 444,558 433,462 673,105 461,623 448,364 714,429




Fagh 95 58 S L2 0lgtt F20| ROM =8 ER (*'| 52| 28 =(2I0] 2HE)
=M O|2 LTES: AVX M8 Intel — Unit: clock CycleS
e L T | e [
(Med.) (Med.) (Med.) (Avr.) (Avr.) (Avr.)
IPCC_f1 12,643,392 1,159,273 12,712,124 1,185,580
IPCC_f3 12,795,377 874,663 1,206,585 12,874,291 922,533 1,267,783
IPCC_f4 13,078,917 1,037,485 1,310,503 13,250,237 1,107,017 1,368,035
NTRUplus-576 177,748 102,296 111,820 258,761 117,949 124,783
NTRUplus-768 239,546 137,135 161,970 257,560 165,057 177,077
NTRUplus-864 260,672 153,481 186,386 272,001 163,794 197,686
NTRUplus-1152 568,556 201,226 246,050 698,764 209,569 256,800
PALOMA-128 108,402,198 459,846 40,838 108,597,537 473,532 42,840
PALOMA-192 108,206,652 460,374 40,688 108,344,570 472,432 42,798
PALOMA-256 108,216,713 459,880 40,886 108,461,853 465,766 41,780
SMAUG-128 (revised) 63,020 49,324 39,196 65,919 55,873 42,528
SMAUG-192 (revised) 92,658 69,739 67,691 95,436 74,836 70,950
SMAUG-256 (revised) 135,202 122,766 115,096 142,842 128,734 118,789
TIGER-128 62,490 45,398 53,248 66,987 48,285 56,591
TIGER-192 66,512 60,238 58,572 71,626 71,973 71,967
TIGER-256 78,772 82,776 89,902 83,770 90,129 98,287
Layered ROLLO 1-128 203,181 66,529 558,503 231,523 77,774 602,966
Layered ROLLO 1-192 227,813 102,758 671,605 255,243 125,567 761,739

Layered ROLLO 1-256 375,056 136,052 1,245,346 455,911 146,919 1,337,504
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A

I

0||'
JI>+

AIMER-I
AIMER-III
AIMER-V

GCKSign-II
GCKSign-Ill
GCKSign-V
HAETAE-II (revised)
HAETAE-III (revised)
HAETAE-V (revised)
MQSign-72/46
MQSign-112/72
MQSign-148/96
NCCSign-ll(con)
NCCSign-lll(con)
NCCSign-V(con)
NCCSign-ll(ori)
NCCSign-lli(ori)
NCCSign-V(ori)
Peregrine-512
Peregrine-1024
pgsigRM-613
pgsigRM-612
SOLMAE-512
SOLMAE-1024

A O|AtSH &2

—

145,058
296,496
710,442
179,771
186,673
252,822
798,312
1,533,941
846,713
94,788,559
488,913,828
1,488,480,956
2,650,542
4,477,513
7,240,343
1,869,079
3,655,334
6,263,739
12,401,256
39,405,505
6,013,112,315
58,238,108,879
23,848,774
55,350,546

UM W=E 2R

Keygen Verify Keygen
(Med.) (Med.) (Avr.)

3,912,361
8,001,274
18,068,276
601,707
649,049
917,415
4,605,461
11,474,155
3,902,298
516,954
1,493,703
3,162,943
10,404,301
17,657,839
64,377,767
23,762,252
39,587,190
179,281,596
329,933
709,848
7,210,560
1,864,512
378,392
760,380

(459 &

—

3,669,834
7,550,063
17,415,022
176,987
183,367
277,733
147,494
257,926
305,428
1,461,281
5,211,909
12,036,827
5,232,079
8,867,243
14,358,074
3,681,057
7,241,808
12,418,902
37,294
80,243
2,223,401
1,053,034
43,935
141,375

M =11 0| o+5| =M

2S5 AVX HE

156,204
315,810
730,960
181,822
198,852
255,206
1,091,637
2,127,683
1,104,472
94,829,257
490,448,324
1,488,377,972
2,670,083
4,497,436
7,257,655
1,882,892
3,675,996
6,268,503
12,609,569
42,160,344
5,970,970,554
58,669,322,672
29,181,985
70,141,847

Ryzen —02

3,966,517
8,033,590
18,077,211
848,504
899,646
1,099,271
5,704,780
12,068,749
5,214,861
518,651
1,513,132
3,164,654
10,419,012
17,666,605
64,387,183
23,763,293
39,635,337
179,337,534
332,600
722,426
9,823,994
2,650,133
385,719
764,304

Unit: clock cycles

3,701,498
7,548,322
17,421,527
178,229
185,793
284,217
148,078
259,846
306,973
1,465,923
5,258,218
12,041,118
5,244,741
8,869,094
14,375,040
3,684,640
7,246,465
12,422,702
37,505
81,200
2,303,399
1,064,763
44,109
142,357



A

I

0||'
JI>+

AIMER-I
AIMER-III
AIMER-V

GCKSign-II
GCKSign-llI
GCKSign-V
HAETAE-II (revised)
HAETAE-III (revised)
HAETAE-V (revised)
MQSign-72/46
MQSign-112/72
MQSign-148/96
NCCSign-ll(con)
NCCSign-lll(con)
NCCSign-V(con)
NCCSign-ll(ori)
NCCSign-Ill(ori)
NCCSign-V(ori)
Peregrine-512
Peregrine-1024
pqsigRM-613
pgsigRM-612
SOLMAE-512
SOLMAE-1024

A O|Atet 2

—

145,986
296,032
713,922
164,836
166,199
231,797
688,083
1,329,157
723,318
39,040,917
115,942,827
235,289,035
2,619,295
4,379,261
7,178,921
1,843,356
3,618,997
6,149,059
11,953,307
38,366,232
6,139,551,981
54,994,439,928
23,053,028
53,966,332

UM W=E 2R

Keygen Verify Keygen
(Med.) (Med.) (Avr.)

3,878,272
8,087,462
17,983,857
537,675
581,189
895,549
3,429,265
8,734,670
2,790,612
311,112
669,465
1,186,622
10,301,902
86,475,941
42,637,366
50,520,712
21,416,384
151,973,282
253,402
535,920
4,610,319
714,647
349,566
698,581

(852 &

|

3,672,923
7,678,098
17,361,691
159,674
161,646
279,009
131,805
228,578
272,542
512,227
1,143,296
1,943,667
5,171,686
8,685,877
14,245,148
3,636,803
7,170,903
12,196,791
25,462
53,621
2,278,806
225,577
40,513

135,256

M 21010 OtEl) =M 0|2 &

E % AVX A I-I.Q.

156,213
307,498
817,056
175,216
180,908
242,850
957,268
1,843,459
946,202
39,057,616
116,040,569
235,425,321
2,639,164
4,405,049
7,194,274
1,860,128
3,646,841
6,162,746
12,146,320
41,014,591
6,144,274,759
55,073,661,751
28,233,370
68,603,714

Ryzen —O3

4,077,840
8,364,809
18,096,797
765,476
806,260
1,068,798
4,247,185
9,183,604
3,700,449
312,293
672,499
1,190,984
10,308,375
86,515,726
42,681,718
50,540,655
21,437,009
152,011,122
254,228
538,260
6,276,554
967,439
355,950
702,006

Unit: clock cycles

4,384,331
7,740,701
17,472,521
160,447
162,452
280,118
132,462
229,703
273,840
514,042
1,147,066
1,952,355
5,175,958
8,685,125
14,247,358
3,643,639
7,169,406
12,213,326
25,634
53,946
2,376,095
234,553
40,812
136,193



AIMER-
AIMER-III
AIMER-V

GCKSign-lI
GCKSign-llI
GCKSign-V
HAETAE-II (revised)
HAETAE-III (revised)
HAETAE-V (revised)
MQSign-72/46
MQSign-112/72
MQSign-148/96
NCCSign-ll(con)
NCCSign-lll(con)
NCCSign-V(con)
NCCSign-ll(ori)
NCCSign-lll(ori)
NCCSign-V(ori)
Peregrine-512
Peregrine-1024
pgsigRM-613
pgsigRM-612
SOLMAE-512
SOLMAE-1024

171,176
173,252
248,629
700,875
1,352,577
752,413
87,038,447
448,271,119
1,326,638,494
2,296,351
4,009,717
6,561,582
1,704,190
3,271,119
5,723,169
12,073,005
38,493,479
4,961,556,899
74,021,054,015
22,494,902
52,388,360

B[p
(02

E
fo

x
or
10

7,771,108
18,394,069
640,093
698,964
945,815
4,173,002
10,615,663
3,418,728
509,630
1,472,032
3,128,536
15,914,954
16,015,734
26,019,063
27,083,021
65,455,745
39,565,842
295,128
640,132
7,505,040
2,113,913
351,311
706,028

—

3,713,173
7,366,672
17,662,359
167,116
168,824
273,631
142,584
250,534
311,986
1,377,392
4,808,216
11,091,036
4,519,308
7,996,462
13,005,536
3,344,228
6,533,931
11,290,884
33,114
71,246
2,125,125
1,126,131
64,526
152,984

Q10| OHg) =4 0

I2|&E: AVX HE

159,391
304,919
899,383
190,739
185,265
264,811
979,130
1,940,364
983,382
87,156,508
448,141,266
1,328,649,536
2,412,156
4,169,703
6,639,348
1,799,742
3,402,118
6,088,747
12,299,755
41,112,188
4,973,260,518
73,941,690,821
27,556,843
65,688,581

Intel —O2

3,845,843
7,863,536
18,802,192
845,502
943,376
1,151,316
5,274,158
11,445,286
4,622,966
527,234
1,500,297
3,150,219
16,002,740
16,116,734
26,080,187
27,354,886
65,582,525
39,658,546
305,264
652,620
10,823,438
2,765,068
366,508
729,400

Unit: clock cycles

4,018,047
7,438,953
18,080,181
173,676
176,768
282,979
150,759
262,470
328,866
1,411,202
4,875,532
11,143,601
4,622,316
8,085,000
13,084,234
3,460,388
6,586,857
11,384,040
35,943
74,891
2,645,728
1,295,161
68,880
158,540



A

I

0||'
JI>+

AIMER-I
AIMER-III
AIMER-V

GCKSign-II
GCKSign-llI
GCKSign-V
HAETAE-II (revised)
HAETAE-III (revised)
HAETAE-V (revised)
MQSign-72/46
MQSign-112/72
MQSign-148/96
NCCSign-ll(con)
NCCSign-lll(con)
NCCSign-V(con)
NCCSign-ll(ori)
NCCSign-Ill(ori)
NCCSign-V(ori)
Peregrine-512
Peregrine-1024
pgsigRM-613
pgsigRM-612
SOLMAE-512
SOLMAE-1024

= LA O|ASH &

—

133,130
272,484
643,253
175,993
183,987
238,884
672,901
1,291,292
719,708
38,474,591
117,049,542
236,124,011
2,317,555
3,981,551
6,333,006
1,666,543
3,141,974
5,613,303
11,783,005
37,875,534
4,702,612,115
71,111,088,778
22,627,042
53,245,753

UM W=E 2R

3,960,345
8,440,184
17,998,305
597,712
698,941
928,251
3,334,242
8,261,232
2,627,334
298,952
650,928
1,165,706
13,776,448
83,521,123
25,183,392
16,352,341
34,454,252
167,158,023
260,328
551,168
4,732,706
923,513
332,848
668,103

(852 &

Olo| QtEl) =4 0| E L1

Keygen Verify Keygen
(Med.) (Med.) (Avr.)

3,747,101
7,968,982
17,373,174
172,893
179,608
262,868
126,972
227,780
270,600
533,676
1,120,124
1,897,664
4,568,006
7,935,382
12,555,623
3,248,162
6,234,249
11,155,020
26,262
55,654
2,064,731
417,658
64,838
149,168

ag|S: A

143,746
282,896
662,744
188,999
223,689
259,401
944,910
1,828,235
973,865
38,612,360
117,234,338
236,332,422
2,393,641
4,209,101
6,470,472
1,846,947
3,227,617
5,851,360
12,032,320
40,364,494

4,703,836,987
71,168,430,985

27,866,035
67,369,725

I-I.Q.

4,070,924
8,530,553
18,202,241
869,677
976,483
1,228,167
4,200,552
8,769,910
3,546,813
308,203
667,681
1,173,558
13,868,809
83,634,184
25,269,299
16,530,887
34,523,301
167,337,719
269,678
569,794
6,667,564
1,166,665
348,841
686,523

Unit: clock cycles

Verify
(Avr.)

3,834,717
8,041,509
17,455,874
182,127
186,837
293,133
132,300
238,478
280,493
547,680
1,147,333
1,908,458
4,647,302
8,001,129
12,680,799
3,321,373
6,288,505
11,307,818
28,484
58,474
2,458,625
502,448
67,662
154,073
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« SSLOj| o|&Eot= Y 112|F: AES, SHA-2, SHA-3, SHAKE GCKSign Y
+ OpenSSL 2|Zd = M7stH Rt d12[EF=2 Y &Y (PQClean HX) ?.'B“Qer :
- 2io|E2{Z| HF 90| plain CE &oll 7| o= A= T8 SOLMAE Y
- peregrine N
2lojB 22| S|EE S H7AHoAM = T AETAE \
1. &9 €12[F 7ts: 7o =2t 8 2782 25170 ==L ¥ 2|E 7ts “ts 0qsigRM Y
=] L= N Ht. = S HFAHS o] X=X
2. 2F E0|EE(Z| A 5 o2 OHE K2l 2f0|E2{E| ALE 0| H-ASHX| B3 NCC._Sign v
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» OIEZ2 oZA HAHSt=717

S
- ne|Eof m2t ol MR CHE, ofX| 2 7|2 Xl 242 Aol ¢
1. Q3 ¥ne|E L&A A I FI}
2. |2 AATCO|A OpenSSL-E: 6l H|AH, €025 HA
Makefile <=°8: OpenSSL 2|Z8 2T 5= HF M7, t+t o= Foie B0 =8

0

~ dsa-GCKSign
~ GCKS_II

size_t nblocks;
nblocks = 1;

aes256ctx ctx;
#TICLUUeE [=l=t0 ||
AES256_CTR_DRBG_struct DRBG_ctx; _-_' CES= . /src/fips202.c . /src/NIST/rng.c
JJincfapi.h ./in

SOURCE = main

fips202.h C reduce.c HEADER

pack.h C sample.c . . . R .
CFLAGS = -march=native -mtune=native -03 -fomit-frame-pointer

-Lerypto

UFLAGS = =g3 -vUcoun

params.h C sha2.c
poly.h C sign.c
reduce.h C symmetric.c

(C=gcc

sample.h SOURCE

shaz.h
sign.h SOURCE =
symmetric.h HEADER

CELAGS -march=native -mtune=native -03 -fomit-frame-pointer

Step 1 FUP_CTPHER, CTH_free(ctx): LAY = ~ES “OPES
- =510 = &2 K| OF o
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5338 AL Y

o .
CPU clock cycleg 574
HrEXMol 2N 2|E
TEST LOOP: Ht= 3l
cpucycles &: A
Intel H B O{7F ALEE[7] [}
M2t ds 582 I

5

4 2125
YA3|5E HE o] AH &

BENCHMARK ENVIRONMENTS
CRYPTO_PUBLICKEYBYTES: 1760
CRYPTO_SECRETKEYBYTES: 288
CRYPTO_BYTES: 1952

Number of loop: 10000

KeyGen runs in
2t o} H e
| , 7H O|_| 9| =1 7| Verify ///}
MB dd, A5 Al
@)

Verify ru
d
- hd@hd-TFGT4T6HS:
S22t AIZE

191048 cycle

812492 cycles

gdefine TEST_LOOP 10000

uinte4_t t[TEST_LOOP];

nt64_t cpucycles(void)
| int hi, lo;
_volatile__ ("rdtscin\t" : "=a" (le), "=d"(hi));

return ((inté4_t)lo) | (((int64_t)hi) << 32);
1
nt PQC_bench(void)

*d char pk[CRYPTO_PUBLICKEYBYTES];
| char sk[CRYPTO_SECRETKEYBYTES!;

- m[100] = "kpgc benchmark system";
char sm[CRYPTO_BYTES + 200];
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« Makefile &}
« Makefile® MS5FE /5K &S
. 7|£ E HmEA ALY Makeflie% UL
O|E&d XM[#: OpenSSL & 2|F T8 XA
. *._lﬁL [E EH FIHME FI0 ZE(FE 2 €02|F)E Bt =3
« M A& F=7+: pQc YKo Dl 2 X0 % F=9}
- HIX|0I3 SHOR -02,-03 AME CIE ALE ¢

oA

PQCgenKAT_sign: ./PQCgenKAT_sign.c
S(CC) S(CFLAGS) -o S@ ./PQCgenKAT_sign.c S(HEADER) S(SOURCES) S(LDFLAGS)
. /PQCgenKAT _sign

bﬂc_bench: ./M)C_bench.c
S(CC) -march=native -mtune=native -02 -fomit-frame-pointer -fstack-usage -o 5¢ ./PQC_bench.c S(HEADER) &S(SOURCES) S(LDFLAGS)

./PQC_bench

Module_bench: . /Module_bench.c
5(CC) -march=native -mtune=native -02 -fomit-frame-pointer -o 5¢ ./Module_bench.c S(HEADER) $(SOURCES) 5(LDFLAGS)
./Module_bench




O -
2ot A J

O

. 27}HQl WXDIAE AT AR S M
« AItQ HHO|Z “fstack-usage’ S AR
-S| S AL Al Iy AATE GrYUOCE AR ALEES ZA0HOIYE S dd
- O|E 7|Hto 2 ABALZBE S N3

PQCLEAN-ROUND1 1 | ./MQSALG/sign.c:20:1:crypto_sign_keypair 8 static
~ MQSign72_46 bench 2 | ./MOSALG/sign.c:29:1:crypto_sign 160 static

= PQC_bench-aes.su 3/ | ./MQSALG/sign.c:44:1:crypto_sign_open 144 static
= PQC_bench-blas_comm.su .
= PQC_bench-blas_matrix_ref.su

=

fstack-usage—
Ask =1 9

= PQC_bench-utils_prng.su

= PQC_bench-utils.su
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IPCC

AlMer

o
=l

e HSE

717 (bytes)

3,600
3,600

3,600

E7H7|(bytes)

C

=
]

&= 2 (bytes)

322,000
322,000

322,000

H| &2 7|(bytes)

rlo

rir

2N E

TiIGER

HAETAE

=
'®)
n
Q

=

-_—
S
o
2
X
H
O
e

=Y
=
H 7
=
| —
ot =

S 7071 (bytes)

3717 | (bytes)

=AY 3717
2= F(bytes)

544 1,024 480
1,056 2,048 800
1,056 2,048 928

H| 27| (bytes) A H 3 7|(bytes)
1,120 1,536 3,040
1,664 2,272 4,544
2,208 2,944 5,792
h 4
Ubuntu x

& Z|£BILIC} Ubuntu 22.040]] LIS @87} SAMELICE
EHE 7Lt 2stA SR

G 41208t SHIH ST HEEE T ASBHIALS.

ExecutablePath
Jusr/sharefapport/apport-gtk
Package
apportgtk 2.20.11-0ubuntus2.3
ProblemType
Crash
Title
apportgtk crashed with SIGSEGV in g_type_create_inst
ApportlLog
ApportVersion
2.20.11-0ubuntus2.3
Architecture
amdé4

0|Fox 7|{5t7|

KHM|B LHE =2]7|

768
1,024
1,152
SNA 3747 AN HIYEI] A4 4TI
1,056 ? 3,040
1568 ? 4,064
2,080 ? 5,792
Ubuntu x‘

E|SELICL Ubuntu 22.040] LIS 277 2l LICE

EHE FHExolA 2DstAREL MR
OIS M2ksh 27} SHISICHE A7EE Tl AEBHIAIR.

~ ExecutablePath
Jusr/binfgnome-shell
~ Package
gnome-shell 42.5-0ubuntu1
~ ProblemType
Crash
~ Title
gnome-shell crashed with SIGSEGV in cogl_onscreen_sw
~ ApportVersion
2.20.11-0ubuntus2.3
~ Architecture
amd64
~ CasperMD5CheckResult

OJ0l|= 7|2{5t7|

KHM|B LHE =2]7| BLHX| 22| HLy7|
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SOJAtY

- 1= O] &bt MIX|Or3 & PFE%E.:!
. IPCC_f1o] Yo 2 NAFS ChE Lne|Fo| b8 S| S
* pgsigRM<= 7| 4/d0] X| LH‘|7L|| =
AR MOIZEIL IO K ZYElE 20

- fstack-usage?l| CHEC 2, ABS Z7dOtC}H

IPCC 3

7| A8 (cycles)

15,006,320
15411,372

15,265,594

e

t = BH(cycles) S 2 3}(cycles)
236,123,169 2,859,824
942,886 2,829,830
1,137,671 3,248,358

MQSALG/sign.c
/MOSALG/sign.c

. /MQSALG/sign.c:44:1:crypto_sign_open

H

AE A ibol= Aol Y

gne|E H ok 7| A8 (cycles) MY S(cycles) AS(cycles)
612 6,175,797,126 14,737,341 2,441,347
pqsigRM
613 58,885,289,264 2,145,199 1,061,605

:20:1:crypto_sign kw;pA|r 8 static
:29:1:crypto_sign 160 static

144 static
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— ] == . a = —~ T
« SiHl B rdtsc BHO|2 CPU 28 A|ZH X}O|E ETH=H
° 10,0009| HJ% ZAE T = o|-03| 'chﬂ'j—l' 6OI- ﬁAE 7:”A|_|'
- JHESIT F&otL;, ZH| HEfO| S B0l S o o o oppen BT 273
868115 507761 640378 Enc Y&t 466,755
- XEST, UH ST Y S cossr | soe0s| gasams s e
< S - N 546824 517505 629213 Keygen B at 286,082
¢ I:'_l E-)lﬂ?_l- :g %H:ILIO.” L—-Ho|_|- —_ILQ Jél-g- 546679 502048 629387 Engg@éﬂﬂ 471,567

548158 487693 629329 Dec B &t 632,066
347346 467045 629329
547955 467741 628691

- Clean 20| B 22| =&
- 21Xl = OpenSSL 20| B 22| o|=-d 2t HHE
- FIIH QI QIR 2io|E 22| o &Y MAHZL ER
- OS2 BZ0,AVX S B2 B30 HHE ER
- StX|THSE HHO HAHs B2 Z=1ejd 30| @+ =
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<I>|KpqC Candidate3
T} pqC Candidate1 x —) —)
3- ;ﬂ-l 'u' OEI -H-&! %OEI quc C:;idat Single Makefile Target Cryptorgraphy
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ot na|=0 Openssl Openssl  Python Python OfdE2| OofdEz2 SHIY SHLY C++ C++
o|E A7 olE  HA o|E M| A o|E M oE HA

IPCC N
Layered ROLLO N - Y X N - N - N -
NTRU+ Y v N - Y X Y X N -
PALOMA Y V Y(sage) X N - Y X N -
REDOG N - Y X N - N - Y X
SMAUG Y \" Y(sage) X Y X Y X N -
TIGER Y Y
MQSlgn Y v N Y X Y X N
GCKSign Y \Y N - Y X Y X N -
AlMer Y Vv N - Y X Y X N -
FIBS Y V N - Y X Y X N -
SOLMAE Y V N - Y X Y X N -
peregrine N - N - Y X Y X Y X
HAETAE N - N - Y X Y X Y X
pgsigRM Y Vv N - Y X Y X -
NCC_Sign Y Vv N - Y X Y X N -
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