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The LWE problem

where A€ Zg*", s€ D", e D"

@ Search version: Given (A, b), find s (or e)

@ Decisional version: Given samples (A, b), (either LWE or uniform), decide whether they
are LWE samples or uniformly random samples
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LWE-based scheme is an all-rounder?

LWE Wish
Computing time O(n?) | O(n)
Known attack time 29(n) | 2S2(n)

@ (Pros) LWE-based scheme is secure enough
o (Cons) It is inefficient
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The sparse secret LWE problem (sLWE)

where A € Zg*", s € S](H.w(s) < h), eeD*
@ Search version: Given (A, b), find s (or e)

o Decisional version: Given samples (A, b), (either SLWE or uniform), decide whether they
are sLWE samples or uniformly random samples
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Relation between sLWE and LWE; hardness of sLWE

LWE of h-dimension < sLWE
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Relation between sLWE and LWE; hardness of sLWE

LWE of h-dimension < sLWE
After permutation:
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Relation between sLWE and LWE:; weakness of sLWE

sLWE < LWE of n-dimension : Trivial
@ Lattice-based attack

e Primal attack
o Dual attack

@ Combinatorial attack

o MitM attack
o BKW algorithm

@ Algebraic attack
o Arora-Ge algorithm

Question: Is there an algorithm for sSLWE with respect to h, not n
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Goal of this research

Computing time O(n?) | O(n) | O(n)

Known attack time 2%(n) 29(n) 2%2(h)
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Technical Idea: Why need more?

When s € S"(H.w.(s) < h) and n~ q, |S| = (}) < (g/0)".
It implies that an LWE sample (A, b) has a unique solution s such that

where A € ZZX”, seD", ecD"
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Desired samples with concrete parameters*

Scheme | A n q h m

128 | 512 | 256 | 128 | 73
TiGER | 102 | 1024 | 256 | 84 | 74

256 | 1024 | 256 | 198 | 127

128 | 512 | 1024 | 140 | 56
SMAUG | 192 | 768 | 2048 | 198 | 73

256 | 1280 | 2048 | 176 | 85
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How to solve the LWE with h samples? (Another reduction)

Current problem: B
Given A = (b||A) € Z"*("+1) and q, find § such that A5 =, e:

< ln+1 >
= >
A qlh e

@ Previous reduction: (n, h)-sSLWE < LWE
o New reduction: (n, h)-sSLWE <(n*, h*)-sSLWE where n* < n and h* < h

0l
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How to solve the LWE with h samples? (Another reduction)

Current problem:
Given A = (Agl||A1) € ZM<(n=2h+1) 5 7hx2h and q, find (so||s1) such that Ag-so+ A; - 51 =4 e

In—oht1 So
L= b > 2| s
Ao A1 qly e

Analysis of the sparse secret LWE 2023. 7. 13.



How to solve the LWE with h samples? (Another reduction)

Current problem:

b

Let B = BKZ3 be a matrix.

A1 qly

s1
Given Ag € Zh*(n=2h+1) and B, find so such that Ag - so =g

e

S0
In—2h+1
L_< ’ 5| s
A, B
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How to solve the LWE with h samples? (Another reduction)

Current problem:

Given Adj(B) - Ag € Z"("=2h+1) and det(B), find s such that Adj(B) - Ag - So Zet(8) €

ln—2n+1 S0 s1
:< i >9 ,e* = Adj(B) -
Adt(B) - Ay det(B)lp e’ e

Note:
o det(B) = ¢", || B| = q"/3", and Adj(B) ~ qBh-1/3
@ Dimension n —2h+ 1, H.w(sp) ~ h”;n2h
o Time: O(20-29%(3h))
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After reduction

Scheme | A I3 n n* h* | §1/3

128 [ 329 | 512 | 256 | 64 | 89
TiGER | 192 | 578 | 1024 | 772 | 63 | 124

256 | 523 | 1024 | 628 | 121 | 186

128 | 336 | 512 | 232 | 63 | 84
SMAUG | 192 | 469 | 768 | 372 | 96 | 132

256 | 613 | 1280 | 752 | 103 | 177
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) =q Question?
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