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KpaC Round 1 A|¢t 12| & 4

STM32F407G-DISC1
T2 AR

- 32-bit ARM Cortex M4
with FPU core

- 1-Mbyte Flash Memory

- 192-Kbyte RAM

& STM32F407G-DISC1
STM32F407G-DISC1 AdH.:

https://www,st.com/en/evaluation-tools/stm32f4discovery html
F: Floating Point, 407: 22!H G: variant 2%2!&H, DISC1: Discovery
HE HE|CHL =S 0|03
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* kpaC +3HA|, PQM40f|A 2| &5H= SHA-2, SHA-3, AESE &t235t
« “FreipFEi Clean” 7|8H| kpqC/ds WIS s, (Y50l Chel) s gkt A2t

= &850, KpaCojl thigh &5 &

HI22| S 87t

HA XSS > 0| kpaC ‘35 B0l AL

7 Mo
clean | NISTAHIE 2E0|A 2| 2foj=2{2] 2= % é.*7~1|%}_1
Cortex-M4 O|M S27}551E2 445 R
ref NISTO|| HZEl AAIE HA
opt | NISTO|| Hl2E AATE0| CHO| H 2|2 ¥ B{H
m4 | Cortex-M4 Cli4t ojMlE2| 2ftdl 2| 213 HA
45 | Cortex-M4 Chy 04422| 2 (floating-point |2 ~E &8)
M 214 29

< AL3|: PQMA4OIM 2| Z5H= CHAA7HA] NIST PQC 713

=

v pgmé4
> __pycache__
> bin
> common

KEM QAL et

v crypto_kem
> bikel

> bikel3

v kyber512

v mafspeed K ber51 29-| AQ-I 1—-|I ?‘?_4 iE
api.h
cbd.c
cbd.h
fastaddsub.S
fastbasemul.S
fastinvntt.S
fastntt.S ~
indcpa.c
indcpa.h — = 3 3
=S Kt B M= £Hef= ToiEl kyber512

macros.i

o4 A

- kyber512 > méfspeed: Floating point 2{|X|AES
AE5104, & &=tz F = (Floating point
register A[&oh= F<R)

matacc_asm.S
matacc.c
matacc.h
matacc.i
ntt.c

ntt.h
params.h
poly_asm.S
poly.c
poly.h
polyvec.c
polyvec.h

- kyber512 >méfstack: Floating point 2{[X|AEZ
AM85I0, A Z[&ofEl FE

reduce.S

symmetric-fips202.c

symmetric.h

verify.c

verify.h
> méfstack
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= Lattice 7|¥t KpaC &= 1159lS 2lsiA = CFat4! S/t Modular reduction 2|2{s} T
o CFarA S HAKNTT, FFT, Toom-Cook -S), Modular reduction g4HMontgomery, Barret Reduction S)
«  PQMA40j|AM= CHEE2| NIST PQCE Assembly 2i[#l2 2| 7151510, M52 Totst
= ARM SIMD OIS AL23t Al BHAF (43 32| 7H53t CFHA] AAHadd, sub S)2] 2S)
+ NTRU+2| 22 AVX2 7|k CFEHA O1A+ 2|25} 2:8H(kpgC AIOF B Z)
> ARM SIMD 7|tk &5} T 1s:
> CaA HAHADD/SUB)S OjAllE 2|2 1188t AL, Encap, Decap 0llA] 5000 cycles?| s 8kt 7Hs
« NTT, INTTZ O}iZ2[0|2 +1ed A, I B2 ds 2 7|l

kpgm4 > crypto_kem > ntruplus576 > m4f > add.S

. thumb

ojr

=
M
oo

.align 2
.global poly_sub_asm
.type poly_sub_asm, %function
poly_sub_asm:
push {r4-r11, 1r}

=X

v NTRUPLUS576
v asm .global poly_ntt
add.s 2 poly_ntt:
vmovdqa _16xq(%rip) ,%symmd
lea zetas(%rip) ,%rdx

.align 2
.global poly_add_asm
.type poly_add_asm, %function
poly_add_asm:
push {r4-ri11, 1lr}

baseinv.s movw rl4, #72

1:
ldm r1!, {r3-r6}
ldm r2!, {r7-ri10}
usub16 r3, r3, r7
usub16 r4, r4, r8
usub16 r5, r5, r9
usub16 r6, r6, rie
stm ro!, {r3-r6}

basemul.s
cbd.s #levelo
invntt.s #zetas
S vpbroadcastd (%srdx) , %ymm1
vpbroadcastd 4(%rdx) ,%ymmJ

movw rl4, #72

1:
ldm r1!, {r3-r6}
ldm r2!, {r7-rio}
uadd16 r3, r3, r7
uadd16 r4, r4, r8
uadd16 r5, r5, r9
uadd16 r6, r6, rie
stm ro!, {r3-r6}

pack.s

reduce.s xor %rax,%srax

aes256¢tr.c .p2align 5
api.h _looptop_j_0:

#load

vmovdqa 576(%rsi) ,%symm4
crypto_stream.h vmovdga 608(%rsi) ,%symm5
kem.c vmovdqga 640(%rsi),%symmé
kem.h vmovdga 672(%rsi) ,%ymm7

Makefile vmovdqa 704(%rsi) ,%ymm8 bne.w 1b o
vmovdqga 736(%rsi) ,%ymm9 pop {r4-ril, pc} NTRU+°| PonnomlaIADD/SUB i} I'E

NTRU+ AVX2 7|8 2|23} 2 7 ARM SIMD EH0{S &850 71345t 3= 74 SmartM2M
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subs.w ri4, #1
bne.w 1b
pop {r4-ril, pc}

consts.c

subs.w ril4, #1
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|« HEAAMS AL2SH= KpgC 5= FPU(Floating Point Unit) R|I0] T
+ FPUZ RI2I5hs CortexM ZEO| 29 25 A NS BZHO2 B4 U

™ A A 2 51895 AAICTLR =
« PQM4 LEALA T2 HE M FPUSE 285t A2 T EJ1HZA|(BIKE, Falcon, Kyber S
. ZO| FPU | 20 Tfat A2 108 717jo] 2pole 4 US
oo.‘?-._|'°_ FPUZ".;'I [ oog10H A ZOE MO
HE AAZ] AL I-.Q_;I- |0|'-| I- -" IA -IE;I-_Q.;I-O:I A'I'—‘I:AI-EO-I (1 1=4 Iv.h
° A — 2 —0 2
Fs2rd HAS ARESIA| %2t FPU 2RI AEE 285 Ss&o SlEE/Is
\
[ e X owo ¥ owow ¥ owos ¥ oax ¥ aowo ¥ aosus ¥ asax ¥ asus
D GRS G G G GECEED GECTED Time execution comparison for a 29 coefficient FIR on float
) G D G 32 with and without FPU (CMSIS library)
Execution
R Time
o —— )
GBS (DD  GED DG G eEITES (09090900 CTEams T
T o D | G G
G | GEEES D | EE e D (GETEe T |00 e N
D | G D G GELTID
¥ ~ £ 3 10x improvement
Best compromise
G TS G GRS Development time vs.
GEZED e _ performance
&ID @D CORTEX-MOM1
0
------------------------
i
LD GRS G GEITED R GETID GETIID
GRS GEID GEETED G CORTEX-M3 e =
£ X|: STM32F4 Core, DSP, & Library, STMicroelectronics
Cortex-M4
( VABS ) ( VADD ) ( VCMP ) VCMPE ) ( VCVT ) ¢ VCVTR ) ( VDIV W VLDM ) ( VLDR ) FPU %‘?‘0" [[l'% —?—%ﬁ—?—ﬁ ﬁﬂ' Aél% il’ol
Cn D ws ) wov ) (s ) (s ) (e ) (W) (VWA ) (Vs )
o ) (wor ) (v ) (vearr ) (v ) (R ) (s ) Cortex-M4F

Cortex-M4 FPU Instructions 8 =4 SmartM2m
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= FPU §520]| (Cf2 Falcon Al H|n

85h= 40| 7|4 d2 1.668H, Sign2 6.16HH2| 10|72t (Cortex-M7 &)

.+ FFTO| Z910HH O[A2| 445 2j0|7} Eh

NUCLEO-144 development board. All values reported are in KCycles

- FTEE0IM L0l 2| /d5k= FPUS &8¢t 32t Software EmulationS S3l| trelet #8340

Table 8: Profiling Falcon on the ARM Cortex M7 using the STM32F767ZI

Key Generation 512-FPU 512-EMU Vs. 1024-FPU

1024-EMU Vs.

total ntru gen 77,095 (99%) 127,828 (100%) 1.66x 186,120 (100%) 33

Table 2: Benchmarking performances of Falcon on the ARM Cortex M7 using

2,876 (100%) 1.79x

—poly small mkgauss 34,733 (45%) 34,805 (27%) 1.00x 56,509 (30%) 57,033 (17%) 1.00x
theiSTMS2E 76721 NUCLEO- 14+ developmentboard. —poly small sqnorm 28 (0(.04%3 29 (0(.02%3 1.04x 94 (o(.os%; 94 (0(.03%3 1.00x
E:‘:amete' gff“‘" FPU/ ~ Min  Avg  Max SDev/Err  Avg —paly small to fp 40 (0.05%) 306 (0.24%) 7.65x 132 (0.07%) 989 (0.30%) 7.50x
R Koy Gm FFU  Mios  7idn moals i shas —fft multiply 609 (0.80%) 10,496 (8%) 17.2x 2,277 (1%) 38,681 (12%) 17.00x
Falcon-512  Key Gen  EMU 76,809 128960 407.855  303k/9k  597.0 —poly invnorm?2 fft 110 (0.14%) 1,446 (1%) 13.2x 421 (0.22%) 4,777 (1%) 11.00x
FPU vs EMU Koy Gen 17 L6 T - L.66x —poly adj Tt 23 (0.03%) T2 (0.01%)  0.52x 70 (0.04%) I3 (0.01%)  U.60x
M7 vs M4 Key Gen - 2.32x 2.21x 2.26x -/-  2.84x —poly mulconst 69 (009%) 354 (028%) 5.13x 218 (012%) 1,168 (035%) 5.36x
Falcon-1024 Key Gen ~ FPU 127,602 193,707 807,321 921k/29k  896.8 =
Falcon-1024 Key Gen EMU 202,216 342,533 1,669,083 2.4m/76k 1585.8 —ifft multiply 683 (0.90%) 10,666 (8%) 15.6x 2,544 (1.36%) 39,071 (12%) 15.4x
FPU vs EMU Key Gen 158x  1.76x 2.07x - 1a7x —bnorm/fpr add 14 (0.02%) 184 (0.14%) 13.1x 35 (0.02%) 424 (0.13%) 12.1x
M7vs M4 Key Gen 2.14x  2.56x 1.71x -/-  8.41x —compute public key 383 (0.49%) 383 (0.30%) 1.00x 887 (0.50%) 887 (0.27%)  1.00x
Floom512  Sign Dyn  FPU 4705 4778 4863 T4 21 —solve ntru: 40,337 (52%) 68,764 (54%) 1.70x 122,696 (66%) 188,438 (56%) 1.54x
Falcon-512  Sign Dyn  EMU 29278 29,447 29,640 188/6 136.3 encode priv key 26 (0.03%) 26 (0.02%) 1.00x 52 (0.03%) 52 (0.02%)  1.00x
FPU vs EMU  Sign Dyn 6.22x  6.16x 6.10x -/-  6.17x recomp sk and encode 384 (0.50%) 385 (0.3%) 1.00x 815 (0.44%) 815 (0.24%)  1.00x
M7vs M Sign Dyn - 824 8.06x 8.07x -/~ 11.66x Signing Dynamic 512-FPU 512-EMU Vs, 1024-FPU  1024-EMU  Vs.
Rlonitff Sebm FRU o e o A v eart s 40000 10 400 40000 Lo
FPU vs EMU Sign Dyn .36k 6.31x .27 - 6.a2x decode/comp priv key 488 (11%) 489 (1.69%) 1.00x 1,040 (11%) 1,040 (2%)  1.00x
MIvaMt SwaDym - 896 88k  810e e 1780 hash mess to point <1(0.01%)  <1(0.00%) 0.10x <1 (0.00%) <1 (0.00%) 1.00x
Faloon-512  Verify FPU 558 550 561 2.9/01 26 signature encode 11 (0.26%) 11 (0.04%) 1.00x 22 (0.24%) 22 (0.03%)  1.00x
Falcon-512  Verify EMU 561 565 570 98/3 2.6 convert basis to fft 241 (6%) 3,885 (13%) 16.1x 549 (6%) 8,751 (14%) 15.9x
FPU vs EMU Verify 1.01x  1.01x 1.02x /- 1.0x comp gram matrix 67 (2%) 628 (2%) 9.37x 167 (2%) 1,290 (2%) 7.72x
M7 vs M4 Verify - 0.83x  0.85x 0.86x -/~ 1.16x apply lattice basis 89 (2%) 1,250 (4%) 14.0x 207 (2%) 2,756 (4%) 13.3x
Falcon-1024  Verify FPU 1,135 1,136 1,141 23/0.7 5.3 fisampling 2,814 (66%) 16,190 (56%) 5.75x 6,009 (65%) 35,324 (56%) 5.88x
Falcon-1024  Verify EMU 1,129 1,130 1,135 6.4/02 5.2 recomp matrix basis 258 (6%) 3,900 (14%) 15.1x 586 (6%) 8,787 (14%) 15.0x
FPU vs EMU  Verify 0.99x  0.99x 0.99x -/~ 0.98x get lattice point 314 (7%) 2,527 (9%) 8.05x 706 (8%) 5.564 (8%) 7.88x
M7 vs M4 Verify 0.85x  0.86x 0.87x -/~ 1.16x Verifying 512-FPU 512-EMU Vs, 1024-FPU 1024-EMU Vs.

verf start <1(0.06%) <1 (0.06%) 1.00x <1 (0.03%) <1 (0.00%) 1.00x

get degree via pk <1 (0.01%) <1(0.01%) 1.00x <1 (0.00%) <1 (0.00%) 1.00x

decode pub key 9 (1.6%) 9 (2%) 1.00x 18 (2%) 18 (2%) 1.00x

decode sign 12 (2%) 12 (2%) 1.00x 24 (2%) 24 (2%)  1.00x

hash mess to point 312 (55%) 311 (55%) 1.00x 595 (52%) 595 (52%)  1.00x

verify sign 231 (41%) 231 (41%) 1.00x 501 (44%) 501 (44%)  1.00x

Howe, James, and Bas Westerbaan. "Benchmarking and analysing the nist pqc finalist lattice-based signature schemes on the arm cortex m7." Cryptology ePrint
Archive (2022). =4 SmartMi2m

Pornin, Thomas. "New efficient, constant-time implementations of falcon." Cryptology ePrint Archive (2019).
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= 2|5 o|2/d elo|E2q2| A7
« KpqC g2} Reference +¢ T=52 CHF-E OpenSSL 7 |8F2] AES, SHAS ARE
- L=, Z2AIMOIM HESHE AES-NI BE0IS ArESH 1S &8 > ARMOYIM S215H2| 252
" SSUSDEAE
+ KpaC 23 Y212 0| BEHO 2 AISH= AES/SHA 73S SUs/0] HEEH A5 T7HE Sasforst
. 02 2|3l PQM4YIM= Cortex-M40| 2|Z31El AES/SHA L2 Alast Y20, 0l2 KpgCofl A8 71
% PQM4 AES 281 2t =8 : Adomnicai, Alexandre, and Thomas Peyrin. "Fixslicing AES-like ciphers: New

bitsliced AES speed records on ARM-Cortex M and RISC-V." Cryptology ePrint Archive (2020).
% PQM4 SHA256/512 ++&1 211 http://bench.cryp.to/supercop.html (supercopl| SHA 256/512 2|I{ZAA 715 =)

sofoksoksoksokskoRokRokokokokskoRskakksFoksokokskokskakskFokoksokskokskokskkokskoksksokskokskkkaFokok ok skoksk kKoK oK
@ void aes256_encrypt_ffs(u8x ctext, u8x ctext_bis, const u8x ptext,
@ const u8x ptext_bis, const u32x rkey);
.global aes256_encrypt_ffs
.type aes256_encrypt_ffs,%function
.align 2
aes256_encrypt_ffs:
push {ro-r12,ri14}
sub.w sp, #56 allow space on the stack for tmp var
udr.w r4, [r2] load the 1st 128-bit blocks in r4-r7
ldr r5, [r2, #4]
ldr ré, [r2, #8]
dr r7, [r2, #12]
dr. rg, [r3l] load the 2nd 128-bit blocks in r8-ril
ldr r9, [r3, #4]
ldr rie, [r3, #8]
1dr ril1, [r3, #12]
ldr.w ri, [sp, #112] load 'rkey' argument from the stack
str.w rl, [sp, #48] store it there for 'add_round_key'
bl packing pack the 2 input blocks
bl ark_sbox ark + sbox (round 0)

/%% single, by-the-book AES encryption with AES-NI %/
static inline void aesni_encryptl(unsigned char xout, unsigned char %n, _m128i
rkeys[16]) {

_mi28inv = _ 28((const __m128i )n);

. - o

__m128i temp = _mm_xor_si128(nv, rkeys[0]);

#pragma unroll(13)
for (=13 i<14; it+) {
| temp = _nm_aesenc_si128(temp, rkeys[il);
}

temp = _mm_aesenclast_sil28(temp, rkeys[14]);
_mm_store_si128((__m128ix) (out), temp);
}

NTRU+ Reference 2. E0f|M AFEEQ1 AES R E &
(AES-NI HEO| AIR) 10 PQMA40jIM A|SSt= AES O dIE2| 2|5t 3 2E martM2M

ADEAEY


http://bench.cr.yp.to/supercop.html

E— — —— —
/ BYEE KpaC 7 H2{ARet
2. 40|22| AR 2|
( _ )
= A2k 51491 Cortex-M4 EE(STM32F407G-DISC1)= 22 H|22| AJo|=RE 713!
o A H|22| 27|= 192KBO|A|2t 64KB= CCM(Core Coupled Memory) 2 AE-=!
*  KpqC oM A2 Ao = ApRet ¢ =02 2|e| 37|= 128KBY
= KpgC Y12|=0]| AFRE|= Parameter?] LifecydeS 112{510] i M T2
» Parameter2| Lifecyde0j| (k2 | H/H A B FA et 52 AMESI0] |2 2|(Stack, Heap, Data) 22| 22
= (Classic McEliece2| A< 3717 | AFO|Z 2H|2 PQM4 5T 7 | CHAOIM AIIE
«  3717| AO|2RI} 2|4 260KBE H|22| Tt ARRet AL Cortex-M4 2HE0IM 45T 2715
- 0|E 5l|A517] 2laH], Flash MemoryS £-2510{ Cortex-M40{|A 7[5 A7t 2422 (McEliece 2{AF & EH )
:r"-E- Pu b|IC Key Private Key _PK_R?W_ZZ‘B{T_/;\LFNED_
mceliece348864 261 ’1 20 6,492 flashpk_start[row/2 pkmat[ rowxlen |;

: Classic McEliece2| 2 3717|&
mceliece460896 524,160 13,608 . Flash Memory0'|| x.lyg-é- = 75|_?_
mceliece6688128 1,044,992 13,932 a8 s ot roteny 2 Cortex-M4 0| 70| 75
mce|iece69601 19 1 '047’31 9 1 3'948 . flashpk_program_2words(dest_address—4,dd);
mceliece8192128 1,357,824 14,120 ki

row_len
}
Classic Mceliece Parameter 27|(Et] : byte)

(o

Flash MemoryS

1)
2)

Kannwischer, Matthias J., et al. "pgm4: Testing and Benchmarking NIST PQC on ARM Cortex-M4." (2019).
Ming-Shing Chen and Tung Chou, "Classic McEliece on the ARM Cortex-M4." IACR Transactions on Cryptograph

11

flashpk_program_n_2words( dest_
(row_Llen&l) ) tlashpk_

£t235t Classic Mceliece 3 3

address ,
remainlrow]

pkmat [rowslen+row_idx] ,
pkmat [rowxlen+Llen-1];

row_len>>1 );

ic Hardware and Embedded Systems Vo. 2021, No.3 pp.125-148

=4 SmartM2m
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= KpgC g2|Se| oi=e| 74 ghek - HAETAE ARl

 HAETAE= Encoder, Decoder S0i| AF2E|= HYBi40| 37|71 2
(encoding.c I LHE2] emsys_h, dsyms_h, symbol_h, esysms_hb_z1, dsyms_hb_z1 tH=)
HAETAE3, HAETAE52| A< Cortex-M4 2HA0|M S2F51 | 2IsHA = HIZ2 2| 2|A4s 2 siE
(O T M RHEE R 253+ TSR] oLt AlHTHEA0f|A ABHRH S22 BHA)

#1f HAETAE_MODE == 2 #1if HAETAE_MODE == 2

#define M_H 252 #define M_H 252

#define M_HB_Z1 37 #define M_HB_Z1 37

static RansEncSymbol esyms_h[M_H] = {- static RansEncSymbol esyms_h[M_H] = {-

static RansDecSymbol dsyms_h[M_H] {- static RansDecSymbol dsyms_h[M_H] = {-

static uint16_t symbol_h[SCALE] = {- 3 uint16_t symbol_h[SCALE] = {-

static RansEncSymbol esyms_hb_z1[M_HB_Z1] 93 static RansEncSymbol esyms_hb_z1[M_HB_Z1] = {-
static RansDecSymbol dsyms_hb_z1[M_HB_Z1] . -3 static RansDecSymbol dsyms_hb_z1[M_HB_Z1] = {-
static uint16_t symbol_hb_z1[SCALE] = {-- uintl6_t symbol_hb_z1[SCALE] = {-

#elif HAETAE_MODE ==

Overflow 24

#define M_H 252
#define M_HB_Z1 71

> static RansEncSymbol esyms_h[M_H] = {- e-eabi/bin/1d:| region “ram' overflowed by 155412 bytes

> static RansDecSymbol dsyms_h[M_H] = {- collect2: error: 1d returned 1 exit status

collect2: error: 1d returned 1 exit status

HAETAE20{|A 22 37| & Z}A|5t= static HE collect2: error: 1d returned 1 exit status

make: xkx [elf/crypto_sign_haetae2_clean_speed.elf] Error 1
make: xkk Waiting for unfinished jobs....

Anpd ChA[o| M HAETAE22| Overflow 244

/Applications/ArmGNUToolcFain/14.2.mpazbti—rgll/arm—none—eabi/b

12 =4 SmartMi2m
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= KpgC ¢2|&2| 02| 7H4 vFek - SOLMAE Akl
o Lo 2 AFRSH= Secret Key - 24| AFO| 27} 57KB O Ak l&240)| AFRE|= Secret Key HIE-2 16KB
AHEo| F7| AFR|(AFR 7 k55 2 2| = 128KBR Secret KeyZ | AfCHELELS 2|2 [&H2742])
o Zzk2AHoM S216H| flsiM = Secret Key LA S 2 AF2E| = Secret Key 7.24|2| 2|27 HLost

typedef struct{
| fpr coeffs[SOLMAE_DI;
} poly;

// Assuming No Encoding/Decoding in Solmae-(512 or 1024)
#define CRYPTO_SECRETKEYBYTES 16385 // 16384 bytes + header 1 byte

#define CRYPTO_PUBLICKEVBYTES 4087 /) 4056 | n
- Ool=gioO = 1

#define CRYPTO_BYTES 8273 17 nonce I E R AIOEI._ESecreIt Key= [

#define CRYPTO_ALGNAME "Solnae-512" 16385 Bytes2| 37|& 7| (api.h)

int crypto_sign_keypair(unsigned char *pk, unsigned char xsk);

typedef struct{
int8_t f[SOLMAE_D]
int8_t g[SOLMAE_D]
int8_t F[SOLMAE_D]
int8_t G[SOLMAE_D]
poly b1lo; // 409
poly bl1l;
poly b20;
poly b21;
poly GSO_b10; //~b1[0]/<~bl, ~bl>
poly GSO_bl1l; //~b1[1]/<~b1l, ~bl>
1
1

6 byte

int crypto_sign(unsigned char %sm, unsigned long long *smlen,
const unsigned char *m, unsigned long long mlen,
const unsigned char *sk);

poly GSO_b20; //~b2[0]/<~b2, ~b2>
poly GSO_b21; //~b2[1]/<~b2, ~b2>
poly betalo;
poly betall;
- - oly beta20;
SOLMAE 512 2| 2|49| APIO]M Y&2oz Poly betazl,
AL E| = Secret Key B Z10| Mo poly sigmal;
poly sigma2;
} secret_key; // @SmartM2M : 512%4 + 8%512%14 = 57344 byte

int crypto_sign_open(unsigned char *m, unsigned long long *mlen,
const unsigned char *sm, unsigned long long smlen,
const unsigned char xpk);

SOLMAE 5120 |M LR 2o 2 Al8E|=

Secret Key t2| M
1 3 wa 2
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= Cortex-M4+= 128 H|E T7|2| Al S A|I5IA| &2 uint32_t S2| AR do 2 Cix| 13 T
« (NCC-Sign 2|H1A 3 E) Kratsuba, Toom Cook 4way 1e{0__uint128_t A}23 AL
« (GCKSign YA 3 =) Polynomial =48, NTT S01| __int128_t A=Y A2

karatsuba_simple(awl, bwl,
karatsuba_simple(aw2, bw2,
karatsuba_simple(aw3, bw3,
karatsuba_simple(aw4, bw4,
karatsuba_simple(aw5, bw5,
karatsuba_simple(aw6, bw6,
karatsuba_simple(aw7, bw7,

uint64_t mask_coef = 0x00000000FFFFFFFF, si2 = 0;
_uintl28_t mt, t, b;

_uint128_t Q128 = ((__uint128_t)Q << 64) ~ Q, ttmp;

NCC-Sign __uint128_t A2 A2 2 E AL

14

int64_t mont_mul(int64_t a, int64_t b)
{
__int128_t t = (__int128_t)a * (__int128_t)b;

return mont_ivt(t);

int64_t mont_ivt(__int128_t in)
{
int64_t m = (in * (__int128_t)_MONT_QInvmodbeta);

_int128_t t = ((__int128_t)m % Q);
t =in - t;

t >>= 64;

t = caddp(t);

return csubp((int64_t) t);

GCK-Sign __int128_t A2 A2 = UL

=4 SmartMi2m
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otHOt X2 EZ OfS2|FH|0lMe] d5/M|=2e| F

= TLS, SSH, X.509 & KpqC7 | 242 C}sl

«  ZE2F0KpaC = 7[dHofS2|A|0]H ZHE /A E A, 12|15 1o
Sign/Verify 45 20| 5)2 11245104 _._|7~*2}(Speed/5tack) FHEU

s SoI7 | 2/UsSHA| T, Verify ‘50| SO

= (0JA]) Falcon2| A< Key Generation, Sign0j] 242 A%
- S0|AHE(AZ EH)A AH/CAQ| MHS HS5I=H| E283 (s F517t ’“% - Stack 2|23} 13 X 2)

232
S3E7171 20|, HAME 37|,

KEX  Auth. CA PQC code (%) CA size (%) Memory
YUERE 7 5%, A o &

Takile 3, Clonneckion:diseackaristioysoserding s SEPB ] Kyber  Dilithium D¥1Tth¥um 29.0 kB (20.1 /6) 4.0 kB (2.8%) 58.0 kB

Kyber  Falcon Dilithium 34.4 kB (23.0%) 4.0 kB (2.7%) 60.7 kB

Name Abbrev. | Bandwidth | RTT time Kyber Falcon Falcon 25.8 kB (18.6%) 1.8 kB (1.3%) 56.2 kB

Broadband BB 1 Mbit 26 ms “? NTRU Dilithium Dilithium 203.4 kB (63.8%) 4.0 kB (1.3%) 56.6 kB

LTE machine type communication | LTE-M | 1 Mbit 120 ms 8 NTRU Falcon Dilithium 208.7 kB (644%) 4.0 kB (12%) 59.3 kB

Narrowband-IoT NB-IoT | 46 kbit 3s & NTRU Falcon Falcon 200.1 kB (63.9%) 1.8 kB (0.6%) 54.8 kB

SABER Dilithium Dilithium 31.5 kB (21.5%) 4.0 kB (2.7%) 58.0 kB

PQC M2 TLS M5WI} Y EQ T A SABER Falcon Dilithium 36.8 kB(24.2%) 4.0 kB (2.6%) 60.7 kB

SABER Falcon Falcon 28.2 kB (20.0%) 1.8 kB (1.3%) 56.2 kB

PQC M8 TLS 230) W A A0|X, AZA 3], H=2]
bytes transmitted stored | computation (~Kcycles)

S'i.g'nafu'res pubkey |sig | sum secret | keygen |sign verify Handshake Handshake time in Mcycles (% of crypto)

Dilithium * 1312 2420 3732 2528 1597 4095 1572 KEX Auth. CA trafﬁc BB (%) LTE-M (%) NB-IOT (%)

Falcon % 897 690 | 1587 |1281 163994 | 39014 | 473

Rainbow { | 161600 66 | 161666 103648 94 907 238 Kyber Dilithium Dilithium 8.4 kB 19.9 (35.9%) 36.8 (19.5%) 818.1 (0.9%)
KEM. - Kyber Falcon Dilithium 6.3 kB 5.5 (33.0%) 29.0 (17.6%) 586.4 (0.9%)

s pubkey | ciph | sum secret | keygen |encaps | decaps ) g . : p B S5 5
Kyber | 800 768 1568 |1632 420 539|490 Kyber Falcon Falcon 5 kB 10.9 (30.1%) 21.0 (15.6%) 464.6 (0.7%)
NTRU 99 699 11398 953 2867 565 538 % NTRU Dilithium Dilithium 8.3 kB 24.3 (47.6%) 41.1 (28.1%) 821.3 (1.4%)
SABER | 672 736 (1408 1568 1352 w1 |13 S, NTRU Falcon Dilithium 6.1 kB 19.9 (47.8%) 33.4 (28.5%) 590.6 (1.6%)
% Scheme was selocted for standardization. & NTRU Falcon Falcon 4.3 kB 15.2 (50.3%) 25.4 (30.2%) 468.0 (1.6%)
t: Scheme was eliminated from the NIST standardization project. SABER Dilithium Dil%th%um 8.~3 kB 19‘:7 ("352:/6) 36.6 (19-0?) 817‘-3 (0~8;%)
SABER Falcon Dilithium 6.1 kB 15.3 (32.0%) 28.8 (17.0%) 586.2 (0.8%)
sHE4|0|30]| A& E|= Parameter 37| & AL M= SABER Falcon Falcon 4.3 kB 10.7 (28.5%) 20.9 (14.6%) 464.0 (0.7%)

PQC & TLS 4547t

Gonzalez, Ruben, and Thom Wiggers.

15

"KEMTLS vs. Post-quantum TLS: Performance on Embedded Systems."
Applied Cryptography Engineering. Cham: Springer Nature Switzerland, 2022.

International Conference on Security, Privacy, and
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3 BYEH0IMe| 45 "It

| S

3.1 KpgC Round 1 UN2|S LWt - B

Parameter . Key Generation Encapsulation Decapsulation
Scheme (e o) Implementation [cycles] [cycles] [cycles]
ntru+_ref 321,405 110,754 163,277
sk : 1,728
NTRU+576 pk : 864 ntru+_avx2 17,440 14,307 12,445
ct: 864
m4clean 800,457 578,011 764,190
ntru_ref 313,669 145,658 227,028
sk : 2,304
NTRU+768 pk : 1,152 ntru+_avx2 16,032 17,514 15,848
ct: 1,152
m4clean 899,443 697,521 947,030
ntru_ref 339,912 169,634 262,017
sk : 2,592
NTRU+864 pk : 1,296 ntru+_avx2 14,068 19,293 17,671
ct: 1,296
m4clean 1,041,375 797,486 1,076,691
ref 905,131 230,448 348,076
sk : 3,456
NTRU+1152 pk : 1,728 ntru+_avx2 42,993 25,592 24,063
ct: 1,728
m4clean 1,364,431 1,072,541 1,457,290
sk : 174 smaug_ref 73,584 81,684 88,920
SMAUG128 pk : 672
ct: 768 m4clean 1,041,572 1,263,455 407,661
sk : 185 smaug_ref 106,956 115,128 124,812
SMAUG192 pk : 992
ct: 1024 m4clean 1,629,668 1,895,641 467,935
sk : 182 smaug_ref 191,268 200,520 210,240
SMAUG256 pk : 1,632
ct: 1,536 m4clean 2,844,016 3,062,469 539,045

ntru+_ref : Intel Core i8-8900K(3700HMz)

ntru+_avx2 : Intel Core i8-8900K(3700HMz) with AVX2

smaug_ref : AMD Ryzen 3700X(3,589MHz) with TurboBoost and hyperthreading disabled

méclean : H2t=0| A58t CodeS EF +Y3t0] Cortex-M40|M & 17 =4 SmartM2M
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Parameter . Key Generation Encapsulation Decapsulation
Scheme (e o) Implementation [bytes] [bytes] [bytes]
ntru+_ref - - -
sk : 1,728
NTRU+576 pk : 864 ntru+_avx2 - - -
ct: 864
m4clean 6,948 6,604 12,704
ntru_ref - - -
sk : 2,304
NTRU+768 pk : 1,152 ntru+_avx2 - - -
ct: 1,152
m4clean 8,964 8,500 16,664
ntru_ref - - -
sk : 2,592
NTRU+864 pk : 1,296 ntru+_avx2 - - -
ct: 1,296
m4clean 9,972 9,452 18,648
ref - - -
sk : 3,456
NTRU+1152 pk : 1,728 ntru+_avx2 - - -
ct: 1,728
m4clean 13,004 12,300 24,592
sk : 174 smaug_ref - - -
SMAUG128 pk : 672
ct: 768 m4clean 5,156 6,348 4,472
sk : 185 smaug_ref - - -
SMAUG192 pk : 992
ct: 1024 m4clean 8,244 10,460 5,520
sk : 182 smaug_ref - - -
SMAUG256 pk : 1,632
ct: 1,536 m4clean 18,272 21,688 7,516
* ntru+_ref : Intel Core i8-8900K(3700MHz) o Loo — ~
»  ntru+_avx2 : Intel Core i8-8900K(3700MHz) with AVX2 "= BAE FEE MASO| MAE
e smaug_ref : AMD Ryzen 3700X(3589MHz) with TurboBoost and hyperthreading disabled HZ2| A 58 27t USE XY

méclean : H2+=0] A58t CodeS €7 +3t0]| Cortex-M40M & 19

=4 SmartM2m
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3.3 KpaC Round 1 ot N2|= W} -

Scheme Parameter Implemen Key Generation Sign Verify
(byte size) tation [cycles] [cycles] [cycles]
sk : 288 | gcksign_ref 184,000 1,062,000 237,000
GCKSIGN2 k: 1,760
Sﬁ’g: 1952 | madclean 3,185,429 13,473,226 3,601,819
sk : 288 | gcksign_ref 202,000 1,240,000 253,000
GCKSIGN3 pk : 1,952
g : 2080 | madlean 3,180,656 29,208,406 3,585,449
sk : 544  gcksign_ref 265,000 1,421,000 373,000
GCKSIGN5 pk : 3,040
sig - 2080 | madlean 4,809,045 21,571,844 5,786,047
sk , aetae_re ,832, ,903, .
k 1,376 | h f 1,832,973 8,903,852 388,377
HAETAE120 k: 992
Sﬁ’g : 1463 | mAclean 7,528,583 35,536,313 1,473,756
sk : 2,080 | haetae_ref 3,464,004 11,763,246 719,400
HAETAETE0 oK 1321 mactean - - - - 2 BAIEl 222 Hsmr)
sig ! 2,337 2=l 5t
sk 2,720 | _haetae_ref 2,129,737 12,459,046 914,336 —esaE xS
HAETAE260 pk : 2,080
sig : 2,908 m4clean - - -
sk : 16,385 | solmae-ref 27,000,000 387,000 40,000
SOLMAES12 k: 896
gg . 666 m4clean 1,228,875,057 - -
sk : 32,769 | solmae-ref 65,000,000 775,000 84,000
SOLMAE1024 k: 1,792
gg . 1.375 m4clean - - -
NCCSIGNT sk : 2,400 | nccsign_ref 1,257,562 16,174,808 2,444,616
pk: 1,400
(Concrete Param) o) 2529 m4clean ° - -
NCCSIGN3 sk : 3,377 | nccsign_ref 2,386,408 28,184,328 4,765,774
pk : 2,037
(Concrete Param) o) 3678 m4clean ° - -
NCCSIGN5 sk : 4,713 | nccsign_ref 4,202,722 49,062,056 8,342,102
k: 2,462
(Concrete Param) gg ] 5,135 m4clean ° - -
sk : 2,800 | nccsign_ref 1,727,508 11,768,076 3,400,702
NCCSIGN1 ok o84 = + gcksign_ref : Intel i7-8700K
(Conservative Param) sig : 3186 m4clean - - - » haetae_ref : Intel i7-10800K with
B ; : TurboBoost
NCCSIGN3 St : 3,914 | nccsign_ref 2,965,942 20,816,964 5,876,246 « solmae._ref : Intel i7-8550U (1.80GHz)
(Conservative Param) K= 2N méclean - - - *  nccsign_ref I Intel i7-12700K (3.60GHz)
519 4,251 +  mAclean : Cortex-M40j|A] A3l
NCCSIGNS sk : 4,940 | nccsign_ref 4,700,228 42,227,652 9,324,876
. k: 3,091
(Conservative Param) Sg : 53g5 | madlean - = - =4 Smartivi2Mm
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H22] A

22 (Cortex-M4 2H2)

Scheme Parameter Implementation Key Generation Sign Verify
(byte size) P [bytes] [bytes] [bytes]
sk : 288
GCKSIGN2 pk : 1,760 m4clean 19,892 40,132 -
sig - 1,952
sk : 288
GCKSIGN3 pk : 1,952 m4clean - - -
sig - 2,080
sk : 544
GCKSIGN5 pk : 3,040 méclean - - -
sig - 2,080
sk : 1,376
HAETAE120 pk : 992 m4clean 26,116 78,084 30,780
sig - 1,463
sk : 2,080
HAETAE180 pk : 1,472 m4clean o o o
sig - 2,337
sk : 2,720
HAETAE260 pk : 2,080 m4clean o o o
sig - 2,908
sk : 16,385
SOLMAE512 pk : 896 m4clean - - -
sig - 666
sk : 32,769
SOLMAE1024 pk : 1,792 méclean - - -
sig - 1,375
sk : 2,400
NCCSIGN1 . !
pk : 1,400 m4clean - - -
(Concrete Param) ig: 2529
k: 3,377
NCCSIGN3 >¢: ‘
pk : 2,037 m4clean - - -
(Concrete Param) ig: 3678
k: 4,713
NCCSIGN5 >¢: :
pk : 2,462 m4clean - - -
(Concrete Param) sig: 5135
NCCSIGN1 sk : 2,800
(Conservative pk : 1,984 m4clean - - -
Param) sig : 3,186
NCCSIGN3 sk : 3,914
(Conservative pk : 2,443 m4clean - - -
Param) sig : 4,251
NCCSIGN5S sk : 4,940
(Conservative pk : 3,091 méclean o = ©
Param) sig - 5,385

=4 SmartM2m
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2=

1)
2)

3)

PQMA40i| 2 2=l Kyber £| 23} 7| =g

( N
= 5121 PQM40]| FL3i=! Kyber= Improved Plantard Arithmetic0| 2182=1(22t4108)
« 224 28 : Faster Kyber and Dilithium on the Cotex-M42 A&
« 204 10E : CortexM4 optimization for {R, M} LWE schemes? 2 &
* Improved Plantard Arithmetic2 H|22| A}22H]| 2 2}0] ¢i0| d5 skt 7=
* Kyber2| Speed/Stack £510]| 35222 2 FI AE|
\_
AG|0|E e o 2|43} Key Generation Encapsulation Decapsulation
L) - =5 Speed[cycles] | Stack[bytes] | Speedcycles] | Stack[bytes] | Speed[cycles] | Stack[bytes]
improved Plantard Speed 434,438 4,320 530,469 5,424 476,712 5,432
224 108 Arithmetic for Iattice;
1
BRG] 1A Stack 433,718 2,248 531,676 2,336 478,166 2,352
Faster Kyber and Speed 441,489 4,272 540,354 5,376 491,034 5,384
224 2¥ Dilithium on the
Cotex-M4? Stack 441,712 2,212 542,251 2,300 493,434 2,316
Cotex-M4
20 104 Optimization for {R, - 468,578 2,404 594,543 2,484 552,657 2,508
M} LWE sceh

[IPA22] - Huang, Junhao, et al. "Improved Plantard arithmetic for lattice-based cryptography." IACR Transactions on Cryptographic Hardware and Embedded Systems 2022.4 (2022)
[AHKS22] - Amin Abdulrahman, Vincent Hwang, Matthias J. Kannwischer, and Daan Sprenkels. Faster Kyber and Dilithium on the Cortex-M4. In Giuseppe Ateniese and Daniele Venturi,
editors, Applied Cryptography and Network Security - 20th International Conference, ACNS 2022

[ABCG20] - Erdem Alkim, Yusuf Alper Bilgin, Murat Cenk, and Francois Gérard. Cortex-M4 optimizations for {R, M} LWE schemes. IACR Trans. Cryptogr. Hardw. Embed. Syst.,
2020(3):336-357, 2020. 22 =ﬂ SmartM2M
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1)
2)
3)

4)

= 2|45} 2t24 =2 - Improved Plantard Arithmetic for lattice-based cryptography"
=

9| Plantard Arithmetic22 74510 PQCO]| 2125t ZdS 2, Singed integers 12 §{&, Lazy Reduction
S5 oWt S0f|M 7|ME

Table 2: Cycle counts (cc) and stack usage (Bytes) for KeyGen, Encaps, and Decaps on
Cortex-M4. k is the dimension of the underlying Module-LWE problem for Kyber. The
first row of each entry indicates the cycle count and the second row refers to stack usage.

KeyGen Encaps Decaps

Scheme | Implementation =0 k=3 | k=d [ F=3 k=3 k=i (k=3 k=3 k=1

[ABCG20] 3) | 454k | 741k | 1177k | 548k | 893k | 1367k | 506k | 832k | 1287k
2464 | 2696 | 3584 | 2168 | 2640 | 3208 | 2184 | 2656 | 3224
This work® 446k | 729k | 1162k | 542k | 885k | 1357k | 497k | 818k | 1270k
2464 | 2696 | 3584 | 2168 | 2640 | 3208 | 2184 | 2656 | 3224

Kyber | Stack| AHKS22]4 439k | 717k | 1139k | 534k | 871k | 1329k | 484k | 797k | 1233k

Speed[AHKS22] | e | 6732 | 7748 | 5952 | 6284 | 7202 | 5260 | 6308 | 7300
THie rrorid 430k | 702k | 1119k | 596k | 861k | 1314k | 472k | 780k | 1211k
2608 | 3056 | 3576 | 2160 | 2660 | 3236 | 2176 | 2676 | 3252

@ Implementation based on [ABCG20], ® Implementation based on the stack-friendly code of [AHKS22].

Improved Plantard Arithmetic 22 Kyber 45 (Cortex-M4 £t3)

Huang, Junhao, et al. "Improved Plantard arithmetic for lattice-based cryptography." IACR Transactions on Cryptographic Hardware and Embedded Systems 2022.4 (2022): 614-636.
Plantard, Thomas. "Efficient word size modular arithmetic." IEEE Transactions on Emerging Topics in Computing 9.3 (2021): 1506-1518.

Erdem Alkim, Yusuf Alper Bilgin, Murat Cenk, and Francois Gérard. CortexM4 optimizations for {R, M} LWE schemes. IACR Trans. Cryptogr. Hardw. Embed. Syst., 2020(3):336-357,

2020.

Amin Abdulrahman, Vincent Hwang, Matthias J. Kannwischer, and Daan Sprenkels. Faster Kyber and Dilithium on the Cortex-M4. In Giuseppe Ateniese and Daniele Venturi, editors,
Applied Cryptography and Network Security - 20th International Conference, ACNS 202223 =‘ SmartVi2M
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» Plantard Arithmetic 72
 1-word 27| 0|5}2] ModulusS ArE&H|e| Multiplication 2|28} 7|H

« NTT Z£ 2t40j|A Barret, Montgomery Modular Multiplication 2Ct 2 M52 ©2!

TABLE 4. Comparison between our and Barrett’'s modular

TABLE 2. Comparison between our and Montgomery’s modular

arithmetic. arithmetic.
log,P New (8)(cycles)  Barrett (2) log,P  New (8) Montgomery (1)
30 128.9 168.0 (+30%) (cycles) W corr. wo corr.
EXP 31 134.5 171.0 (+27%) 30 128.9 1783 (+38%)  126.5 (—1.9%)
(Modular Exponentiation) 32 137.2 n/a EXP 31 134.5 189.8 (+41%) n/a
/) 137.2 169.6 (+24
30 3302 473.9 (+44%) 2 L G3.0 (E2A%) ha
EVL 31 330.1 461.6 (+40%) 30 330.2 450.4 (+36%) 357.4 (+8.2%)
: . EVL 31 330.1  450.1 (+36%) n/a
(Polynomial Evaluation) 32 329.5 n/a o Sy et ke .
30 189.8 229.4 (+21%) 30 189.8  204.8 (+7.9%) 2022 (+6.6%)
NTT 31 188.3 228.6 (+22%) | NTT = 31 188.3  210.9 (+12%) n/a
32 189.0 n/a 32 189.0  210.9 (+12%) n/a
30 944.9 1723 (+82%) 30 944.9 1366 (+44%) 1187 (+26%)
RNS 31 946.9 1753 (+85%)  RNS 31 946.9 1390 (+47%) n/a
(Residue Number System) 32 954.4 n/a 32 954.4 1419 (+48%) n/a

Plantard, Barrett = H|1 Z2}(intel i7 24)

24

Plantard, Montgomery 45 H|x Z3}(intel i78t4 )

=4 SmartM2M
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* Notation : [X]x

+ Statement : ¢ = 1”—

= Plantard Arithmetic &2
= X mod 2¥, [X]* := lz—)il

=
=)

, P <—

¢

Algorithm 8. New Modular Multiplication

Input: A,B,P,R,n with 0<A,B<P and R=P!
mod 2%"

Output: C with0 < C < PandlC AB(—2 modPl
begin

C « [([[ABR],,]" + 1)P]" <

if C = P then

return 0 ( \}ABR mod 227 )J l)
= +1)P

end -

return C 2n
end

ii) Second, we check that C = AB(—
odd, we know that there exist a Q = ABP
Consequently, we have

27")mod P. As P is
"'mod 2%".

QP — AB = (ABP"')P — ABmod 2*"
= AB — ABmod 2*"

= 0mod 2%".

We obtain that QP — AB is divisible by 2> and
therefore that

QP — AB

AB(—2"™)mod P = >

We will note Q) = L%J and Qp = Q — Q,2" with
0< Q0 <2

Now, we analyse P2" — QyP + AB, knowing that
0<A,B<P, then we obtain P2" — Q0P+AB<
P2" + P2, As by Theorem statement, we have P < -—
with ¢ = Y3 Consequently, we obtain

2" 2" 2
~QP+AB< 2" —+ (—)

|

Therefore and because QP — AB is divisible by 22",

i

QP AB

QP —AB P2" — QP + AB
QP — AB + P2" — QP +ABJ
22n
(Q— 0o+ 2")PJ

i 22n
(02" + 2P
e
(01 + I)PJ

2n '

o-|

Q| _ |(ABP ' mod 2*")
27| 2" J

Furthermore, as Qp < 2" and A,B > 0, we obtain
as well that P2" — QyP + AB > 0, we, consequently,
obtain that

— QP + AB

= <L

0<

IIAB(—2"*") mod P|=

QP — AB
22n

(01 + 1)PJ
L 2"
(lMJ + 1) PJ

2n

I}

2n

25
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A B k) 2B Mo
log, (P) |the size of possible moduli IF the number of time an instruction if is used(includes comparison)
log, (#P) |the number of possible moduli SFT the number of shift

REP the need of a specific representation indicated by True, or False MSK the number of mask used

MUL the number of word size multiplication CNT the number of constant used by each algorithm

ADD the number of word size addition/subtraction REG the number of variable used by each algorithm

TOT the total number of operations required to perform a modular multiplication

\,

Algorithm log,(P) log,(#P) REP MUL ADD IF SFT MSK TOT CNT REG TOT
New method (8) w/wo corr. n-0.694 n-1.694 T 3 1 1/0 2 0 716 2 1 3
New (8) for a constant w/wo corr. n-0.694 n-1.694 T 2 1 1/0 2 0 6/5 1 1 2
Montgomery (1) n-0.694 n-1.694 T 3 2 1 1 1 8 2 2 4
Montgomery (1) wo corr. n-2 n-3 T 3 1 0 1 1 6 2 2 4
Barrett (2) n-1 n-1 F 3 2 2 2 0 9 2 2 4
NFLlIib (6) n-1 n-3 F 3 3 1 3 1 11 2 2 4
Pseudo-Mersenne (4) n 3 F 3 3 1 2 2 11 2 2 4
Pseudo-Mersenne (4) wo corr. n-1 % F 3 2 0 2 2 9 2 2 4
Montgomery-Friendly (7) n 5 T 3 3 1 2 2 11 2 2 4
Montgomery-Friendly (7) wo corr. n-1 % T 3 2 0 2 2 9 2 2 4
Generalized Mersenne (5) n loga(n)—2 F 1 5 1 4 2 11 1 2 3
Generalized Mersenne (5) wo corr n-1 logzg")_6 F 1 4 0 4 2 9 1 2 3
Mersenne (3) n 0 F 1 2 1 1 1 6 0 2 2
Forced Mersenne (3) n 0 F 1 2 0 2 2 7 0 2 2

26 =4 SmartM2m
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> Signed Integer2 ZI-‘-’-JOP
A2 Cfols GAl0| Tegion, 0j2

modulus g2| B~

* Improved Plantard Arithmetic for lattice-based cryptography
7|2 Plantard Arithmetic2 Unsigned integers [0, a2t 5183122, Singed Integer (5, 5) £ 31

, Butterfly Computation 5~ A| A4t ZA1}o| Qb= Eng -?-I 5
%o“ °:|A|' S= ° oHl' 7|-._

NTT(CT butterflies), INTT(GS butterflies) 2F40{|A] Lazy Reduction = 7H*'|

Lazy Reduction 5= ¢l2d #2271 30 &3 coefficent’| 2245 ©
| Montgomery Reduction EC} 4|0t 7|H
7|2 NTT/INTT 2&1'2 C{H| 10% O| 2| /d50| Shat=!

> J)Ze
Kybere| A<

(o]
JEEN

SEAFE]|

oo

(Modular Reduction =214~
|7t 31, &3 coefficent 27| = Atk

Table 1: Cycle counts for the core polynomial arithmetic in Kyber and NTTRU on
Cortex-M4, i.e., NTT, INTT, base multiplication, and base inversion.

Scheme Implementation NTT INTT Base Mult | Base Inv
ABCG20] 6822 6951 2291 -
This work® 5441 5775 2421 | -
"""" Speed-up 120.24% | 16.92% | 567% | -
Stack[ AHKS22] 5967 5917 2293 -
Kyber | "Speed[AHKS22] | 5067 | 5471 1202 ] _
"""" This work® | 4474 | 4684/4819/4854 | 2422 | -
“Speed-up (stack) | 25.02% | 20.84%/18.56%/17.97% | -5.58% | _—
“Spoedoiip (specd) | 25,000 | 14.38%11 93% /11.98% | -101.41% | R
[LS19] 102881 97 986 44703 100249
NTTRU | Thiswork | 17274 | 20031 | 10550 | 40763
Speed-up 83.21% 78.64% 76.40% 59.34%

@ Implementation based on [ABCG20], ® Implementation based on the stack-friendly code of [AHKS22].

Erdem Alkim, Yusuf Alper Bilgin, Murat Cenk, and Francois Gérard. CortexM4 optimizations for {R, M} LWE schemes. IACR Trans. Cryptogr. Hardw. Embed. Syst., 2020(3):336-357,

Amin Abdulrahman, Vincent Hwang, Matthias J. Kannwischer, and Daan Sprenkels. Faster Kyber and Dilithium on the Cortex-M4. In Giuseppe Ateniese and Daniele Venturi, editors,
Applied Cryptography and Network Security - 20th International Conference, ACNS 202227
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= Improved Plantard Multiplication |2} 7|

rE

Algorithm 10 Improved Plantard multiplication

Input: Two signed integers a,b € [—¢2%,¢2%],q
Output: r = ab(—27%) mod® ¢ where r € (-4,

1. 7= [([[abq’]zl]l + 20‘) q]l

2: return r

3)

< 2l—oz—17 q/ — q—l mod:l: 22l

a, b : Integer
ab : a2} b2| &4 ALt

g : Odd modulus value

I:q< 270718 It{S= X4 9 E A7|(a= H2 ")
21 : 222 modulo Eﬂ'a ot7| flsll AP El= 29| HEHIS
r: 2 M GlALO| A| = Z 7}

E| A SE 37| rS AL67] el A8 El= &2 dr

= Improved Plantard multiplicationi= 2X}7|8t AXILHH A} 2 0|M Constant timeS 2HESEY| Igh 54 ¢4t 7|#H el
» LM @4FCH41 Constant time &4 3! Shift Operation2 AFH25H0] 54 Q142 -l
= 12 <270 g ObESHE £|A QE 37|, aE X2 F20|02 £ U 37|of Chsl 2 1 Q14t0] JHsEHH
Cortex-M4 SIMD HHO{E S5l 2 cycleE 1310| It
28
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= The 2-cycle Improved Plantard Multiplication by a constant on Cortex-M4

Algorithm 11 The 2-cycle improved Plantard multiplication by a constant on Cortex-M4

Input: An [-bit signed integer a € [—2l_1, 2"1), a precomputed 2[-bit integer bg’ where
b is a constant and ¢’ = ¢~ mod™ 22
Output: 74, = ab(—27%) mod™ g, Top € (—5,3)

1: bg' + bg~! mod™ 22
: smulwb 7,b¢’, a

> precomputed
> 7 < [[abq’]2]!
D> Tiop < [Q[T]l + q2a]l

2
3: smlabb r,r, q,q2%
4: return ry,

» Cortex M4 SIMD 1% HIHHO 2 smulwb, smlabb HHEH0 = 1cycle2 713

= DEX0I oA Q5| HIE] Bl sHEAOIA0)| E %01 SIMD WHOE &85t Improved Plantard Multiplication
91 7|82 H|oket
» SMULWB T, bq’,a: bq'tt aE &%t 2 612| 16bitE 2% 32bit Z2tE r 2| X|AE 0| X%

Cycle counts

CLASS INSTRUCTION CORTEX-M3 Cortex-M4
Multiplication MUL, MLA 1-2 1

MULS, MLAS =32
SMULL, UMULL, SMLAL, UMLAL 5 -7
SMULBB, SMULBT, SMULTB, SMULTT n/a
SMLABB, SMLBT, SMLATB, SMLATT n/a
SMULWB, SMULWT, SMLAWB, SMLAWT n/a

aJd
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= The 2-cycle improved Plantard reduction on Cortex-M4

Algorithm 13 The 2-cycle improved Plantard reduction on Cortex-M4

Input: A 2I-bit signed integer ¢ € [—¢?22%, ¢?22?]

Output: ry,, = c(—272) mod® ¢, Top € (— 2, 2
1: ¢ «+—q! mod™® 22 > precomputed
2: mul r,¢,q
3: smlatb r,r, g, q2“

4: return ry,,

= M2 7|'™2 Cortex-M4 HOllA 16bit 2E2 22| Chet4| HAS A LS| 2let 71

* |Improved Plantard Reduction2 SIMD H&0{E Sdl| Inverse & Multiplication @142 £=3510{ H|C|=

HE ol 2%l ¢i4to| ofsdt
" mulr,c,q :r = c xq
» smlatbr,r,q,q%° :r = r + (q * ¢*°)

Cycle counts

CLASS INSTRUCTION CORTEX-M3 Cortex-M4
Multiplication MUL, MLA 1-2 1
MULS, MLAS =32 1
SMULL, UMULL, SMLAL, UMLAL 5 -7 1
SMULBB, SMULBT, SMULTB, SMULTT n/a 1
SMLABB, SMLBT, SMLATB, SMLATT n/a 1
SMULWB, SMULWT, SMLAWB, SMLAWT n/a 1
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