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01. 개요

 국내 양자내성암호 국가공모전(KpqC)

 1차 라운드 암호화 기법 7개, 서명 기법 9개 제출 (22.10)

KpqC 공모전
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01. 개요

 격자 기반 알고리즘의 설계 원리 및 안전성 증명 논리 분석 연구

 1차 라운드 제출 격자 기반 알고리즘

 KEM 기법 : SMAUG, TiGER, NTRU+

 서명 기법 : GCKSign, HAETAE, NCC-Sign, Peregrine, SOLMAE

 격자 기반 알고리즘의 증명 가능한 안전성 분석 기술 연구

 ElGamal 기반 KEM (SMAUG, TiGER) 및 NTRU 기반 KEM의 설계 원리 및 안전성 증명 논리 분석

• 기반 난제, 안전성 증명 논리, 복호화 실패 확률 검증

 Fiat-Shamir 기반 서명 (GCKSign, HAETAE, NCC-Sign)의 설계 원리 및 안전성 증명 논리 분석

• 기반 난제, 안전성 증명 논리 (영지식성), Rejection sampling 검증

KpqC 공모전 알고리즘 안전성 분석 연구

기반 구조알고리즘기법

NTRUNTRU+

KEM ElGamalSMAUG

ElGamalTiGER

Fiat-ShamirGCKSign

Signature Fiat-ShamirHAETAE

Fiat-ShamirNCC_Sign



 LWE-based encryption scheme*
 Public key : ሺ𝐴 ∈ 𝒁𝒒

𝒎ൈ𝒏,  𝐵 ൌ 𝐴𝑆 ൅ 𝐸ሻ Secret key : 𝑆

 Ciphertext : 𝐶ଵ, 𝐶ଶ ൌ 𝑅𝐴 ൅ 𝐸ଵ,   𝑅𝐵 ൅ 𝐸ଶ ൅ ௤
ଶ

⋅ 𝑚      ሺ𝐦 ∈ 𝟎, 𝟏 ሻ

𝑨

LWE‐based Encryption – Basic Concept

4

Discrete    
Gaussian

* [LP11] Better Key Sizes (and Attacks) for LWE‐Based Encryption, CT‐RSA 2011. 

PK (LWE) : 
m

n

= +

CT (LWE) : 

+ + +

Discrete    
Gaussian

𝑆, 𝐸, 𝑅, 𝐸ଵ, 𝐸ଶ  ← 

𝑞
2 ⋅ 𝑚

02. 연구내용

𝑺
𝑨 𝑬𝑩

𝑹

𝑨

𝑬𝟏 𝑹

𝑩

𝑬𝟐
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02. 연구내용

 Security Proof (Sketch)

 IND-CPA Security Proof
 𝐺଴ : The original IND-CPA game
 𝐺ଵ : Public key → random 𝐴𝑑𝑣଴ െ 𝐴𝑑𝑣ଵ ൏ 𝐴𝑑𝑣௠,௡,௤,ఞ

௅ௐா

 𝐺ଶ : Ciphertext → random 𝐴𝑑𝑣ଵ െ 𝐴𝑑𝑣ଶ ൏ 𝐴𝑑𝑣௠ାଵ,௡,௤,ఞ
௅ௐா

 Fujisaki-Okamoto Transform (QROM)

Lattice‐based KEM 

Decisional LWE

Decisional LWE

IND-CPA PKE

Fujisaki-Okamoto Transform
(including QROM) 

IND-CCA KEM

𝑝𝑘, 𝑠𝑘 ← 𝑃𝐾𝐸. 𝐺𝑒𝑛

𝑐 ← 𝑃𝐾𝐸. 𝐸𝑛𝑐ሺ𝑝𝑘, 𝑚; 𝑟ሻ

𝑚 ← 𝑃𝐾𝐸. 𝐷𝑒𝑐ሺ𝑠𝑘, 𝑐ሻ

𝐾𝐸𝑀. 𝐺𝑒𝑛 : 
𝑝𝑘, 𝑠𝑘 ← 𝑃𝐾𝐸. 𝐺𝑒𝑛, 𝑠 ← 0, 1 ௗ

𝐾𝐸𝑀. 𝐸𝑛𝑐𝑎𝑝ሺ𝑝𝑘ሻ :
𝑐 ← 𝐸𝑛𝑐 𝑝𝑘, 𝑚ᇱ; 𝐻 𝑚 , 𝐾 ≔ 𝐹 𝑚

𝐾𝐸𝑀. 𝐷𝑒𝑐𝑎𝑝ሺሺ𝑠𝑘, 𝑠ሻ, 𝑐ሻ :
𝐹 𝑚       if   𝑚 ്⊥
𝐹 𝑐, 𝑠     if  𝑚 ൌ⊥



Fujisaki-Okamoto Transform
with 𝑝𝑘 hashing

(including QROM) 
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02. 연구내용

 Multi-user Security via 𝒑𝒌 Hashing [DHK+21]

 Multi-user Security
 Security against adversaries having access to  

multiple public keys

 FO Transform with 𝒑𝒌 Hashing

Lattice‐based KEM 

[DHK+21] JulienDumanetal., “Faster Lattice‐BasedKEMs via aGenericFujisaki‐OkamotoTransformUsingPrefixHashing”,ACMCCS2021

IND-CPA PKE IND-CCA KEM

𝑝𝑘, 𝑠𝑘 ← 𝑃𝐾𝐸. 𝐺𝑒𝑛

𝑐 ← 𝑃𝐾𝐸. 𝐸𝑛𝑐ሺ𝑝𝑘, 𝑚; 𝑟ሻ

𝑚 ← 𝑃𝐾𝐸. 𝐷𝑒𝑐ሺ𝑠𝑘, 𝑐ሻ

𝐾𝐸𝑀. 𝐺𝑒𝑛 : 
𝑝𝑘, 𝑠𝑘 ← 𝑃𝐾𝐸. 𝐺𝑒𝑛, 𝑠 ← 0, 1 ௗ

𝐾𝐸𝑀. 𝐸𝑛𝑐𝑎𝑝ሺ𝑝𝑘ሻ :
𝐾, 𝑟 ← 𝐹 𝐻 𝑝𝑘 , 𝑚 , 𝑐 ← 𝐸𝑛𝑐 𝑝𝑘, 𝑚ᇱ; 𝑟

𝐾𝐸𝑀. 𝐷𝑒𝑐𝑎𝑝ሺሺ𝑠𝑘, 𝑠ሻ, 𝑐ሻ :
𝐹 𝐻 𝑝𝑘 , 𝑚       if   𝑚 ്⊥
𝐹 𝐻 𝑝𝑘 , 𝑠, 𝑐     if  𝑚 ൌ⊥



7

02. 연구내용

 Multi-user Security via 𝒑𝒌 Hashing [DHK+21]

 Advantages in Multi-user Setting

 Required minimal bound:

- For secret keys with the same norm,  we have 𝛿 𝑛 ൎ  𝛿ሺ1ሻ
 good news for TiGER and SMAUG,  but . . .

- To achieve 𝛾-bit security (in multi-user setting)  

Lattice‐based KEM 

[DHK+21] JulienDumanetal., “Faster Lattice‐BasedKEMs via aGenericFujisaki‐OkamotoTransformUsingPrefixHashing”,ACMCCS2021

Include 𝐼𝐷ሺ𝑝𝑘ሻ in hash

Include 𝑝𝑘 in hash

Original FO transform

Time(A)
Adv(A)

൒   2ఊ for  𝛾–bit security

Time(A)
Adv(A)

௤ಷ
௤ಷఋሺ௡ሻ ୀ ଵ

ఋሺଵሻ  ஹ ఊ  𝛿ሺ1ሻ ൑  2ିఊ
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02. 연구내용

 When H is a (real) hash function

 Minimum Min-Entropy of message
 By Leftover Hash Lemma (LHL), for

• Want 𝑙-bit secret 𝐾 ℎ: 0, 1 ∗ → 0, 1 ௟

• Min-entropy of message space 𝑀 𝐻ஶ 𝑀
• Statistical dist. between hash output and uniform 𝜖

𝑙 ൑ 𝐻ஶ 𝑀 െ 2 log
1
𝜖

 (e.g.) If 𝑙 ൌ 128 and 𝜖 ൌ 2ି଺ସ, then we need

256 ൑ 𝐻ஶ 𝑀 .

That is, message should be uniformly random in 0, 1 ଶହ଺

 When H is modeled as a random oracle

 𝑙 ൎ 𝐻ஶ 𝑀

Message Length for KDF 

𝐾𝐸𝑀. 𝐸𝑛𝑐𝑎𝑝ሺ𝑝𝑘ሻ : 

𝑐 ← 𝐸𝑛𝑐 𝑝𝑘, 𝑚ᇱ; 𝐺 𝑚 ,
𝐾 ≔ 𝐻 𝑚
𝒓𝒆𝒕𝒖𝒓𝒏 𝑐, 𝐾
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02. 연구내용

 IND-CPA PKE scheme
 Public key : 𝑨, 𝒃 ൌ െ𝑨𝑻𝒔 ൅ 𝒆  ∈ 𝑅௤

௞ൈ௞ ൈ 𝑅𝒒
𝒌 Secret key :  𝒔

 Ciphertext : 𝒄ଵ, 𝑐ଶ ൌ ⌊𝑝/𝑞 ⋅ 𝐴 ⋅ 𝑟⌉ , 𝑝ᇱ/𝑞 ⋅ 𝑏, 𝑟 ൅ 𝑝ᇱ/𝑡 ⋅ 𝜇 ∈ 𝑹𝒑
𝒌 ൈ 𝑹𝒑ᇲ

SMAUG

െ𝑨𝑻 𝒔 𝒆൅𝒃 ൌPK (MLWE):

𝑨 𝒓𝒄𝟏 ൌCT (MLWR): 𝑝
𝑞 ⋅

𝒃

𝑐ଶ ൌ
𝑝ᇱ

𝑞 ⋅ ൅
𝑝ᇱ

2 ⋅ 𝜇,

𝒔, 𝒓 ← ternary, fixed hamming weight
𝒆 ← discrete Gaussian

Dec :       𝜇ᇱ ൌ ⌊2/𝑝 ⋅ 𝒄𝟏, 𝒔 ൅ 2/𝑝ᇱ ⋅ 𝑐ଶ⌉

MLWE MLWR

𝒓
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02. 연구내용

 IND-CCA KEM scheme

 Key Generation

1. 𝑝𝑘, 𝑠𝑘ᇱ ← 𝑃𝐾𝐸. 𝐾𝑒𝑦𝐺𝑒𝑛 1ఒ

2. 𝑑 ← 0, 1 ଶହ଺

3. return 𝑝𝑘, 𝑠𝑘 ൌ ሺ𝑠𝑘ᇱ, 𝑑ሻ

 Encapsulation

1. 𝜇 ← 0, 1 ଶହ଺

2. 𝐾, 𝑠𝑒𝑒𝑑 ← 𝐺 𝜇, 𝐻 𝑝𝑘

3. 𝑐𝑡 ← 𝑃𝐾𝐸. 𝐸𝑛𝑐 𝑝𝑘, 𝜇; 𝑠𝑒𝑒𝑑

4. return 𝑐𝑡, 𝐾

SMAUG

 Decapsulation

1. 𝜇ᇱ ൌ 𝑃𝐾𝐸. 𝐷𝑒𝑐 𝑠𝑘ᇱ, 𝑐𝑡

2. 𝐾ᇱ, 𝑠𝑒𝑒𝑑ᇱ ← 𝐺 𝜇, 𝐻 𝑝𝑘

3. 𝑐𝑡ᇱ ൌ 𝑃𝐾𝐸. 𝐸𝑛𝑐 𝑝𝑘, 𝜇ᇱ; 𝑠𝑒𝑒𝑑

4. if 𝑐𝑡 ് 𝑐𝑡ᇱ then

𝐾ᇱ, ⋅ ← 𝐺 𝑑, 𝐻 𝑐𝑡

5. return 𝐾ᇱ

𝑝𝑘 ℎ𝑎𝑠ℎ𝑖𝑛𝑔 ∶ prevents 
multi‐user attack

de‐randomization

implicit rejection

re‐encryption

[BHH+18] Nina Bindel et al., “Tighter proofs of CCA security in the quantum random oracle model”, TCC 2019
[DHK+21] JulienDumanetal., “Faster Lattice‐BasedKEMs via aGenericFujisaki‐OkamotoTransformUsingPrefixHashing”,ACMCCS2021

IND‐CPA SMAUG.PKE

IND‐CCA SMAUG.KEM

𝐹𝑂௠
ୄ [BHH+19]
+

𝑝𝑘 ℎ𝑎𝑠ℎ𝑖𝑛𝑔
[DHK+21]
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02. 연구내용

 Decryption Failure Probability (DFP)

 Rounding Errors

 𝒆ଵ ൌ ௤
௣

௣
௤

⋅ 𝑨 ⋅ 𝒓 െ 𝑨 ⋅ 𝒓

 𝑒ଶ ൌ ௤
௣ᇲ

௣ᇲ

௤
⋅ 𝒃, 𝒓 െ 𝒃, 𝒓

 DFP = Prob. of at least 1 Bit Error

 𝛿 ൌ Pr 𝒃, 𝒓 ൅ 𝒆𝟏, 𝒔 ൅ 𝑒ଶ ஶ ൐ ௤
ସ

SMAUG

DFP  ሺ𝒍𝒐𝒈𝟐ሻ
Parameter Sets

Our resultsSMAUG spec.

-120.1-119.6SMAUG128

-136.9-136.1SMAUG192

-167.9-167.2SMAUG256



 IND-CPA PKE scheme
 Public key : 𝒂, 𝒃 ൌ ⌊𝑝/𝑞 ⋅ 𝒂 ∗ 𝒔⌉  ∈ 𝑹𝒒 ൈ 𝑹𝒑 Secret key :  ሺ𝒔ሻ
 Ciphertext : 𝒄ଵ, 𝑐ଶ ൌ 𝑘ଵ/𝑞 ⋅ 𝒂 ∗ 𝒓 ൅ 𝒆ଵ ,  𝑘ଶ/𝑞 ⋅ 𝑞/𝑝 ⋅ 𝒃 ∗ 𝒓 ൅ 𝒆ଶ ൅ 𝑞/2 ⋅ 𝝁𝒆𝒄𝒄 ∈ 𝑹𝒌𝟏 ൈ 𝑹𝒌𝟐

12

02. 연구내용 TiGER

𝒂 𝒔𝒃 ൌPK (RLWR):

𝒓𝒄𝟏 ൌCT (RLWE): 𝑘ଵ
𝑞 ⋅ 𝑐ଶ ൌ

𝑘ଶ
𝑞 ⋅ ൅

𝑞
2 ⋅ 𝜇௘௖௖,

𝒔, 𝒓, 𝒆𝟏, 𝒆𝟐 ← ternary, fixed hamming weight

Dec :       𝜇௘௖௖
ᇱ ൌ ⌊2/𝑘ଶ ⋅ 𝒄𝟐 െ 2/𝑞 ⋅ 𝑞/𝑘ଵ ⋅ 𝒄𝟏 ∗ 𝒔⌉

𝑝
𝑞 ⋅ ∗

𝒂 ∗ 𝒆𝟏൅ 𝑞
𝑝 ⋅ 𝒃 𝒓∗ 𝒆𝟐൅

RLWR RLWER(+ECC)
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02. 연구내용

 IND-CCA KEM scheme

 Key Generation

1. 𝑝𝑘, 𝑠𝑘ᇱ ← 𝑃𝐾𝐸. 𝐾𝑒𝑦𝐺𝑒𝑛 1ఒ

2. 𝐮 ← 𝑅ଶ

3. return 𝑝𝑘, 𝑠𝑘 ൌ ሺ𝑠𝑘ᇱ, 𝑢ሻ

 Encapsulation

1. 𝜇 ← 0, 1 ௗ

2. 𝑐𝑡 ← 𝑃𝐾𝐸. 𝐸𝑛𝑐 𝑝𝑘, 𝜇; 𝐻ሺ𝜇, 𝐻 𝑝𝑘

3. 𝐾 ← 𝐺ሺ𝐻 𝑐𝑡 , 𝜇ሻ

4. return 𝑐, 𝑡 𝐾

TiGER

 Decapsulation

1. 𝜇ᇱ ൌ 𝑃𝐾𝐸. 𝐷𝑒𝑐 𝑠𝑘ᇱ, 𝑐𝑡

2. 𝑐𝑡ᇱ ൌ 𝑃𝐾𝐸. 𝐸𝑛𝑐 𝑝𝑘, 𝜇ᇱ; 𝐻 𝜇ᇱ, 𝐻ሺ𝑝𝑘ሻ

3. if 𝑐𝑡 ൌ 𝑐𝑡ᇱ then

𝐾ᇱ ← 𝐺ሺ𝐻ሺ𝑐𝑡ሻ, 𝜇ᇱሻ

4. else 𝐾ᇱ ← 𝐺 𝐻ሺ𝑐𝑡ሻ, 𝑢

5. return 𝐾ᇱ

de‐randomization

implicit rejection

re‐encryption

[JZC+18]HaodongJiangetal., “IND‐CCA‐SecureKeyEncapsulationMechanismintheQuantumRandomOracleModel,Revisited”,CRYPTO2018

IND‐CPA TiGER.PKE

IND‐CCA TiGER.KEM

𝐹𝑂ୄ

[JZC+18]

𝑝𝑘 ℎ𝑎𝑠ℎ𝑖𝑛𝑔 ∶ prevents 
multi‐user attack



14

02. 연구내용

 Decryption Failure Probability (DFP)

 Rounding Errors

 𝒖஺ ൌ ௤
௣

௣
௤

⋅ 𝒂 ∗ 𝒔 െ 𝒂 ∗ 𝒔 (public key rounding)

 𝒖஻
ᇱ ൌ ௤

௞భ
𝒄𝟏 െ 𝒂 ∗ 𝒓 ൅ 𝒆𝟏 (ciphertext compression)

 𝒖஻
ᇱᇱ ൌ ௤

௞మ
𝒄𝟐 െ ௤

௣
⋅ 𝒃 ∗ 𝒓 ൅ 𝒆𝟐 (ciphertext compression)

 In TiGER, DFP ൌ Prob. of at least 𝑓 ൅ 1 bits errors
 D2 Encoding + Xe𝑓 Error Correction Codes

 (1 bit error prob.) 𝛿 ൌ Pr || െ𝒔 ∗ 𝒆𝟏 ൅ 𝒖𝑩
ᇱ ൅ 𝒖𝑨 ∗ 𝒓 ൅ 𝒆𝟐 ൅ 𝒖𝑩

ᇱᇱ
௜||ஶ ൐ ௤

ଶ

 Independency model for calculating DFP
 Assumes that bit errors are independent (in TiGER, too)

𝐷𝐹𝑃 ൌ 1 െ Σ௜ୀ଴
௙ 𝑛

𝑖 ⋅ 𝛿௜ ⋅ 1 െ 𝛿 ௡ି௜

 However, [DVV19] showed that bit errors are positively correlated 
due to ring structure

About DFP of TiGER

[DVV19] D’Anvers J‐P., Vercauteren F. and Verbauwhede I., “The Impact of Error Dependencies on Ring/Mod‐LWE/LWR Based Schemes”, PQCrypto 2019

𝑓 : error correction capacity



 Matrix-Vector Multiplication vs. Poly.-Poly. Multiplication

 Matrix Multiplication
 𝑢௜ and 𝑢௝ are independent

 Polynomial Multiplication
 𝑐௜ and 𝑐௝ are dependent

 This causes error dependencies

𝑐଴

𝑐ଵ

𝑐ଶ

𝑐ଷ

⋮

𝑐௡ିଵ

𝑏଴

𝑏ଵ

𝑏ଶ

𝑏ଷ

⋮

𝑏௡ିଵ
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02. 연구내용 About DFP of TiGER

𝑎 ∗ 𝑏 ൌ 𝑐
Polynomial Multiplication

𝐴

ൌ

⋮

െ𝑎ଵ⋯െ𝑎௡ିଶെ𝑎௡ିଵ𝑎଴

െ𝑎ଶ⋯െ𝑎௡ିଵ𝑎଴𝑎ଵ

𝐴𝑣 ൌ 𝑢

𝐴଴,௡ିଵ⋯𝐴଴ଶ𝐴଴ଵ𝐴଴଴

𝐴ଵ ௡ିଵ⋯𝐴ଵଶ𝐴ଵଵ𝐴ଵ଴

⋮

𝐴௡ିଵ,௡ିଵ⋯𝐴௡ିଵ,𝐴௡ିଵ,𝐴௡ିଵ,

𝑣଴

𝑣ଵ

𝑣ଶ

𝑣ଷ

⋮

𝑣௡ିଵ

𝑢଴

𝑢ଵ

𝑢ଶ

𝑢ଷ

⋮

𝑢௡ିଵ

ൌ



 Problem of Independency Model
 Probability of multiple errors are 

larger in experimental data 
than in independency model

 Errors are positively correlated

 Dependency Model for DFP

 [DVV19]
 𝑐௜ is large

⇒ 𝑎 ଶ, 𝑏 ଶ might be large
⇒ 𝑐௝ might be large, too

 Compute each bit error probability conditioned on norm of the errors

[DVV19]
Experimental data 

with LAC‐256
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02. 연구내용 About DFP of TiGER

[DVV19] D’Anvers J‐P., Vercauteren F. and Verbauwhede I., “The Impact of Error Dependencies on Ring/Mod‐LWE/LWR Based Schemes”, PQCrypto 2019

𝐴

𝑏

𝑐଴

ൌ

𝑐ଵ

𝑐ଶ

𝑐௡ିଵ

𝑎 ∗ 𝑏 ൌ 𝑐
Polynomial Multiplication

⋮ ⋮



 [DVV19] DFP of LAC-v1

 LAC(proposed in NIST PQC)
 RLWE-based PKE scheme with error correction codes (BCH)

 Maximum overestimation factor of 2ସ଼

 Can also be applied to TiGER (currently in progress)

17

02. 연구내용 About DFP of TiGER

[DVV19] D’Anvers J‐P., Vercauteren F. and Verbauwhede I., “The Impact of Error Dependencies on Ring/Mod‐LWE/LWR Based Schemes”, PQCrypto 2019

DFP increase
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02. 연구내용

 𝑅௤ ൌ ℤ௤ 𝑥 /൏ 𝑥௡ െ 1 ൐,  𝑝 ൌ 3

 Public key :  𝒉 ൌ 𝑝 𝒈 ⋅  𝒇ି𝟏 ∈ 𝑅௤ Secret key :  𝒇
 𝒇 ൌ 3𝒇ᇱ ൅ 1,  where  𝒇ᇱ chosen in 𝑅௣

 Ciphertext :   𝒄 ൌ 𝒓 ⋅ 𝒉 ൅ 𝒎 ∈ 𝑅௤

 Coefficients of 𝑓′ are chosen from 𝐷௙ᇱ

A Variant of NTRU PKE (1)

PK : 

CT : 

𝑝

𝑅௤ 

ൌ 𝒇ି𝟏𝒉 ⋅𝒈 SK : 

𝑅௤ 

ൌ ⋅𝒄 ൅𝒉𝒓 𝒎 

𝒇𝒑
ି𝟏

𝒇

𝑓 ൌ 3𝑓ᇱ ൅ 1
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02. 연구내용

 𝑅௤ ൌ ℤ௤ 𝑥 /൏ 𝑥௡ െ 1 ൐,  𝑝 ൌ 3

 Public key :  𝒉 ൌ 𝑝 𝒈 ⋅  𝒇ି𝟏 ∈ 𝑅௤ Secret key :  𝒇
 𝒇 ൌ 3𝒇ᇱ ൅ 1,  where  𝒇ᇱ chosen in 𝑅௣

 Ciphertext :   𝒄 ൌ 𝒓 ⋅ 𝒉 ൅ 𝒎 ∈ 𝑅௤

 Decryption:  𝒎 ൌ 𝒄 ⋅ 𝒇 ሺ𝑖𝑛  𝑅௤ሻ (mod 𝑝) 

 Decryption works only when all coefficients of  𝑝 𝒓 · 𝒈 ൅ 𝒎 · 𝒇′ ൅ 𝒎 ∈ ሾെ𝑞/2, 𝑞/2ሿ
 Distributions 𝐷௙ᇱ, 𝐷௚, 𝐷௥, 𝐷௠ are important for correctness of NTRU

A Variant of NTRU PKE (2)

𝒓 ൅

𝑅௤ 

𝑝 𝒈 ൌ𝒎 𝒄 𝒇 ൌ

𝑅௤ 

𝒓 ൅𝑝 𝒈 ൌ

𝑅௤ 

𝒎 𝒎 𝒇𝒇ି𝟏 𝒇 𝒇

𝒓 ൅𝑝 𝒈 ൌ

𝑅௤ 

𝒎 𝒇′𝑝 ൅ 𝒎 

𝑓 ൌ 3𝑓ᇱ ൅ 1

𝑇ℎ𝑖𝑠 𝑝𝑎𝑟𝑡 ൌ 0  𝑚𝑜𝑑  𝑝   𝑖𝑓  𝑝 𝒓 · 𝒈 ൅ 𝒎 · 𝒇′ ൅ 𝒎 ஶ ൏ 𝑞/2
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02. 연구내용

 When using FO-transform

 Hard to control 𝑟, but adversary can control 𝑚

 Need to achieve negligible worst-case correctness error
 Solution 1 – perfect correctness error

• All (𝑚, 𝑟) tuples do not make NTRU decryption fail
• Adopted by Finalist NTRU

 Solution 2 - worst-case correctness error ൎ average-case correctness error
• Using an encoding method that forces 𝑚 (as well as 𝑟ሻ to be sampled honestly
• Adopted by NTRU+

NTRU+

Decryption
Oracle

𝐜

𝐾ᇱ

𝐈𝐟 𝐾 ് 𝐾ᇱ, 
𝑝 𝐠𝐫 ൅ 𝐦𝐟ᇱ ൅ 𝐦 ஶ ൒ ௤

ଶ

leakage about 𝐠 and 𝐟ᇱ

𝐜 ൌ 𝐄𝐧𝐜 𝐡, 𝐦; 𝐫

Adversary can select 𝐦 maliciously

𝐫, 𝐾 ൌ 𝐻 𝐦



02. 연구내용

 Overview

NTRU+

GenNTRU[𝜓ଵ
௡]

OW-CPA

average-case
correctness error

ACWC2

ROM, QROM
ൎ

CPA-NTRU+
IND-CPA

worst-case
correctness error

CCA-NTRU+
IND-CCA

CCA-secure KEM

NTRU+ KEM
IND-CCA

CCA-secure KEM
without Re-encryption

FOୄ

ROM, QROM

FOୄ
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02. 연구내용

 GenNTRU[𝜓ଵ
௡]

 Gen 1ఒ

 𝑝𝑘, 𝑠𝑘 ൌ 𝐆𝐞𝐧 1ఒ

• 𝐟ᇱ, 𝐠 ← 𝝍𝟏
𝒏

• 𝐟 ൌ 𝟑𝐟ᇱ ൅ 𝟏
• check if 𝐟 and 𝐠 are invertible
• 𝒑𝒌 ൌ 𝐡 ൌ 3𝐠𝐟ି𝟏,  𝒔𝒌 ൌ 𝐟

 Enc 𝒑𝒌, 𝐦 ← 𝝍𝟏
𝒏; 𝐫 ← 𝝍𝟏

𝒏

 𝐜 ൌ 𝐡𝐫 ൅ 𝐦

 Dec 𝐬𝐤, 𝐜
 𝒎 ൌ 𝐜𝐟 mod 𝑞  modേ 3

NTRU+

 𝐑𝐞𝐜𝐨𝐯𝐞𝐫𝒓 𝐡, 𝐜, 𝐦
 𝐫 ൌ ሺ𝐜 െ 𝐦ሻ𝐡ି𝟏
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02. 연구내용

 CPA-NTRU+ from ACWC2

 Gen’ 1ఒ

 𝑝𝑘, 𝑠𝑘 ൌ 𝐆𝐞𝐧 1ఒ

• 𝐟ᇱ, 𝐠 ← 𝝍𝟏
𝒏

• 𝐟 ൌ 𝟑𝐟ᇱ ൅ 𝟏
• check if 𝐟 and 𝐠 are invertible

• 𝑝𝑘, 𝑠𝑘 ൌ 𝐡 ൌ 3𝐠𝐟ି𝟏, 𝐟

 Enc’ 𝑝𝑘, 𝑚; 𝐫 ← 𝜓ଵ
௡

 𝐦 ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫
• 𝑢଴, 𝑢ଵ ൌ 𝐆 𝐫
• 𝐦 ൌ 𝑚 ⊕ 𝑢଴ െ 𝑢ଵ

 𝐜 ൌ 𝐄𝐧𝐜 𝐡, 𝐦; 𝐫
• 𝐜 ൌ 𝐡𝐫 ൅ 𝐦

NTRU+

 Dec’ 𝑠𝑘, 𝐜
 𝒎′ ൌ 𝐃𝐞𝐜 𝐟, 𝐜

• 𝒎′ ൌ 𝐜𝐟 mod 𝑞  modേ 3

 𝐫′ ൌ 𝐑𝐞𝐜𝐨𝐯𝐞𝐫𝒓 𝐡, 𝐜, 𝐦′
• 𝐫′ ൌ ሺ𝐜 െ 𝐦′ሻ𝐡ି𝟏

 𝑚 ൌ 𝐈𝐧𝐯 𝐦′, 𝐆 𝐫′
• 𝑢଴, 𝑢ଵ ൌ 𝐆 𝐫′
• 𝑚 ൌ ሺ𝐦′ ൅ 𝑢ଵሻ ⊕ 𝑢଴
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02. 연구내용

 CCA-NTRU+ from 𝐅𝐎ୄ 
 KeyGen 1ఒ

 𝑝𝑘, 𝑠𝑘 ൌ 𝐆𝐞𝐧 1ఒ

• 𝐟ᇱ, 𝐠 ← 𝝍𝟏
𝒏

• 𝐟 ൌ 𝟑𝐟ᇱ ൅ 𝟏
• check if 𝐟 and 𝐠 are invertible

• 𝑝𝑘, 𝑠𝑘 ൌ 𝐡 ൌ 3𝐠𝐟ି𝟏, 𝐟

 Encap 𝑝𝑘
 𝑚 ← 0,1 ௡

 𝐾, 𝐫 ൌ 𝐇 𝑚
 𝐜 ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚; 𝐫

• 𝐦 ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫
• 𝐜 ൌ 𝐄𝐧𝐜 𝐡, 𝐦; 𝐫

NTRU+

 Decap 𝑠𝑘, 𝐜
 𝑚ᇱ ൌ 𝐃𝐞𝐜ᇱ 𝑠𝑘, 𝐜

• 𝐦ᇱ ൌ 𝐃𝐞𝐜 𝐟, 𝐜
• 𝐫ᇱ ൌ 𝐑𝐞𝐜𝐨𝐯𝐞𝐫𝒓 𝐡, 𝐜, 𝐦′
• 𝑚ᇱ ൌ 𝐈𝐧𝐯 𝐦ᇱ, 𝐆 𝐫ᇱ

 𝐾ᇱ, 𝐫ᇱᇱ ൌ 𝐇 𝑚ᇱ

 If 𝒄 ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚ᇱ; 𝐫ᇱᇱ

• Return 𝐾ᇱ

• Else, return ⊥
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02. 연구내용

 CCA-NTRU+ from 𝐅𝐎ୄ 
 KeyGen 1ఒ

 𝑝𝑘, 𝑠𝑘 ൌ 𝐆𝐞𝐧 1ఒ

• 𝐟ᇱ, 𝐠 ← 𝝍𝟏
𝒏

• 𝐟 ൌ 𝟑𝐟ᇱ ൅ 𝟏
• check if 𝐟 and 𝐠 are invertible

• 𝑝𝑘, 𝑠𝑘 ൌ 𝐡 ൌ 3𝐠𝐟ି𝟏, 𝐟

 Encap 𝑝𝑘
 𝑚 ← 0,1 ௡

 𝐾, 𝐫 ൌ 𝐇 𝑚
 𝐜 ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚; 𝐫

• 𝐦 ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫
• 𝐜 ൌ 𝐄𝐧𝐜 𝐡, 𝐦; 𝐫

NTRU+

 Decap 𝑠𝑘, 𝐜
 𝑚ᇱ ൌ 𝐃𝐞𝐜ᇱ 𝑠𝑘, 𝐜

• 𝐦ᇱ ൌ 𝐃𝐞𝐜 𝐟, 𝐜
• 𝐫ᇱ ൌ 𝐑𝐞𝐜𝐨𝐯𝐞𝐫𝒓 𝐡, 𝐜, 𝐦′
• 𝑚ᇱ ൌ 𝐈𝐧𝐯 𝐦ᇱ, 𝐆 𝐫ᇱ

 𝐾ᇱ, 𝐫ᇱᇱ ൌ 𝐇 𝑚ᇱ

 If  𝐫ᇱൌൌ 𝐫ᇱᇱ

• Return 𝐾ᇱ

• Else, return ⊥



02. 연구내용

 [Lee23] Attack Against NTRU+

 𝑀 ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫 ൌ 𝑢ଵ, 𝑢ଶ

 𝑀 ൌ 𝑚 ⊕ 𝑢ଵ െ 𝑢ଶ

 𝑚 ൌ 𝐈𝐧𝐯 𝑀, 𝐆 𝐫 ൌ 𝑢ଵ, 𝑢ଶ

 𝑚 ൌ 𝑀 ൅ 𝑢ଶ ⊕ 𝑢ଵ

 Inv(𝒚, 𝒖 ൌ 𝑢଴, 𝑢ଵ )
 𝑡 ൌ 𝑦 ൅ 𝑢ଵ

 If 𝑡 ∉ 0,1 ௡, return ⊥.
 Else, 𝑚 ൌ 𝑡 ⊕ 𝑢଴

 return 𝑚 ∈ 0,1 ௡

NTRU+

 𝐜 ൌ 𝐄𝐧𝐜 𝐡, 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫 ; 𝐫
 𝑀 ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫
 𝑀 ଵ ൌ െ1, 𝑢ଶ ଵ ൌ 1
 𝑀 ଵ ⊕ 𝑢ଶ ଵ ൌ െ1 ൅ 1 ൌ 0

 𝐜ᇱ ൌ 𝐄𝐧𝐜 𝐡, 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫 ; 𝐫 ൅ 2,0, ⋯ , 0
 𝑀ᇱ ൌ 𝐒𝐎𝐓𝐏 𝑚, 𝐆 𝐫 ൅ 2,0, ⋯ , 0
 𝑀ᇱ

ଵ ൌ 1, 𝑢ଶ ଵ ൌ 1
 𝑀ᇱ

ଵ ⊕ 𝑢ଶ ଵ ൌ 1 ൅ 1 ൌ 2 ≡ 0 mod 2

 Recover same 𝑚

 Compute same  𝐾ᇱ, 𝐫ᇱ ൌ 𝐇 𝑚

 Pass validity check 𝐫 ൌൌ 𝐫ᇱ

 𝐃𝐞𝐜𝐚𝐩 𝑠𝑘, 𝐜 ൌ 𝐃𝐞𝐜𝐚𝐩 𝑠𝑘, 𝐜ᇱ  →  𝐾 ൌ 𝐾ᇱ

< CCA against NTRU+ >
[Lee23] https://groups.google.com/g/kpqc‐bulletin/c/cxnTcy1oJK8

Same value



02. 연구내용

 IND-CCA secure PKE from NTRU+

NTRU+

GenNTRU[𝜓ଵ
௡]

OW-CPA

average-case
correctness error

ACWC2

ROM, QROM
ൎ

CPA-NTRU+
IND-CPA

worst-case
correctness error

CCA-NTRU+
IND-CCA

CCA-secure KEM

NTRU+ KEM
IND-CCA

CCA-secure KEM
without Re-encryption

FOୄ

ROM, QROM

CCA-NTRU+
IND-CCA

CCA-secure PKE

NTRU+ PKE
IND-CCA

CCA-secure PKE
without Re-encryption

[FO99]

FOୄ

FOୄ

<KEM>

<PKE>

[FO99] Fujisaki et al. “How to Enhance the Security of Public‐Key Encryption at Minimum Cost“, PKC’99



 IND-CCA secure PKE from IND-CPA secure PKE [FO99]

 Enc’’ 𝑝𝑘, 𝑚; 𝑟
 𝒄 ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚||𝑟; 𝐇 𝑚||𝑟

• 𝒎 ൌ 𝐒𝐎𝐓𝐏 𝑚||𝑟, 𝐆 𝒓 ൌ 𝐇 𝑚||𝑟

• 𝒄 ൌ 𝐄𝐧𝐜 𝒉, 𝒎; 𝒓

 return 𝒄

 Dec’’ 𝑠𝑘, 𝑐
 𝑚ᇱ||𝑟ᇱ ൌ 𝐃𝐞𝐜ᇱ 𝑠𝑘, 𝑐

• 𝒎′ ൌ 𝐃𝐞𝐜 𝑠𝑘, 𝑐
• 𝒓′ ൌ 𝐑𝐑𝐞𝐜 𝒉, 𝒄, 𝒎′
• 𝑚ᇱ||𝑟ᇱ ൌ 𝐈𝐧𝐯 𝒎′, 𝐆 𝒓′

 𝑐ᇱ ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚ᇱ||𝑟ᇱ; 𝐇 𝑚ᇱ||𝑟ᇱ

 If 𝑐 ൌ 𝑐ᇱ, return 𝑚ᇱ. Else, return ⊥.

02. 연구내용 NTRU+

[FO99] Fujisaki et al. “How to Enhance the Security of Public‐Key Encryption at Minimum Cost“, PKC’99

IND‐CPA IND‐CCA

𝐏𝐊𝐄ᇱ ൌ 𝐆𝐞𝐧ᇱ, 𝐄𝐧𝐜ᇱ, 𝐃𝐞𝐜ᇱ 𝐏𝐊𝐄ᇱᇱ ൌ 𝐆𝐞𝐧ᇱᇱ, 𝐄𝐧𝐜ᇱᇱ, 𝐃𝐞𝐜ᇱᇱ



02. 연구내용

 IND-CCA secure PKE from NTRU+

NTRU+

GenNTRU[𝜓ଵ
௡]

OW-CPA

average-case
correctness error

ACWC2

ROM, QROM
ൎ

CPA-NTRU+
IND-CPA

worst-case
correctness error

CCA-NTRU+
IND-CCA

CCA-secure KEM

NTRU+ KEM
IND-CCA

CCA-secure KEM
without Re-encryption

FOୄ

ROM, QROM

CCA-NTRU+
IND-CCA

CCA-secure PKE

NTRU+ PKE
IND-CCA

CCA-secure PKE
without Re-encryption

[FO99]

FOୄ

FOୄ

<KEM>

<PKE>

[FO99] Fujisaki et al. “How to Enhance the Security of Public‐Key Encryption at Minimum Cost“, PKC’99



02. 연구내용

 IND-CCA secure PKE’ from IND-CPA secure PKE [FO99]

 Enc’’ 𝑝𝑘, 𝑚; 𝑟
 𝒄 ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚||𝑟; 𝐇 𝑚||𝑟

• 𝒎 ൌ 𝐒𝐎𝐓𝐏 𝑚||𝑟, 𝐆 𝒓 ൌ 𝐇 𝑚||𝑟

• 𝒄 ൌ 𝐄𝐧𝐜 𝒉, 𝒎; 𝒓

 return 𝒄

NTRU+

[FO99] Fujisaki et al. “How to Enhance the Security of Public‐Key Encryption at Minimum Cost“, PKC’99

IND‐CPA IND‐CCA

𝐏𝐊𝐄ᇱ ൌ 𝐆𝐞𝐧ᇱ, 𝐄𝐧𝐜ᇱ, 𝐃𝐞𝐜ᇱ 𝐏𝐊𝐄ᇱᇱ ൌ 𝐆𝐞𝐧ᇱᇱ, 𝐄𝐧𝐜ᇱᇱ, 𝐃𝐞𝐜ᇱᇱ

 Dec’’ 𝑠𝑘, 𝑐
 𝑚ᇱ||𝑟ᇱ ൌ 𝐃𝐞𝐜ᇱ 𝑠𝑘, 𝑐

• 𝒎′ ൌ 𝐃𝐞𝐜 𝑠𝑘, 𝑐
• 𝒓′ ൌ 𝐑𝐑𝐞𝐜 𝒉, 𝒄, 𝒎′
• 𝑚ᇱ||𝑟ᇱ ൌ 𝐈𝐧𝐯 𝒎′, 𝐆 𝒓′

 𝑐ᇱ ൌ 𝐄𝐧𝐜ᇱ 𝑝𝑘, 𝑚ᇱ||𝑟ᇱ; 𝐇 𝑚ᇱ||𝑟ᇱ

 If 𝑐 ൌ 𝑐ᇱ, return 𝑚ᇱ. Else, return ⊥.

 If 𝐇 𝑚ᇱ||𝑟ᇱ ൌ 𝒓′, return 𝑚. Else, return ⊥



02. 연구내용

 IND-CCA secure PKE from NTRU+

NTRU+

GenNTRU[𝜓ଵ
௡]

OW-CPA

average-case
correctness error

ACWC2

ROM, QROM
ൎ

CPA-NTRU+
IND-CPA

worst-case
correctness error

CCA-NTRU+
IND-CCA

CCA-secure KEM

NTRU+ KEM
IND-CCA

CCA-secure KEM
without Re-encryption

FOୄ

ROM, QROM

CCA-NTRU+
IND-CCA

CCA-secure PKE

NTRU+ PKE
IND-CCA

CCA-secure PKE
without Re-encryption

[FO99]

FOୄ

FOୄ

<KEM>

<PKE>

[FO99] Fujisaki et al. “How to Enhance the Security of Public‐Key Encryption at Minimum Cost“, PKC’99

Security analysis considering
correctness error and QROM is needed.
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03. 결과분석

Log 2𝜹

139

120

128*

487

379

164

136

154*

340

174

167

200*

260
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분석 결과 요약

 SMAUG

 Module LWE 및 Module LWR 기반 안전성 증명

 FO 변환을 통해 IND-CCA에 안전한 KEM으로 변환함

 안전성 비도 레벨에 맞도록 복호화 실패율을 더 낮출 필요가 있음

 TiGER

 Module LWR 및 Module LWER 기반 안전성 증명

 FO 변환을 통해 IND-CCA에 안전한 KEM으로 변환함

 ECC(오류정정코드)를 기반으로 설계되어 비트 간 복호화 오류 의존성으로 인해 복호화 실패율이

상승한다는 문제점을 가짐[DVV19]   명확한 추가 분석 필요

 NTRU+

 NTRU 및 LWE 기반 안전성 증명

 ACWC2 변환 후 FO 변환을 통해 IND-CCA에 안전한 KEM으로 변환함

 [Lee23]의 공격에 안전하도록 SOTP 알고리즘이 수정된 spec 및 코드가 필요함

 Muti-user setting에도 안전하도록 기법의 수정이 필요함

 NTRU+PKE 기법으로의 확장을 추가 제출하는 것도 필요함

03. 결과분석




